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Abstract 

 

Deep neural networks are susceptible to adversarial attacks, which ranging from unseen perturbations to tiny 

inconspicuous attacks that can cause deep neural networks (DNN) to output errors. Although many adversarial 

attack methods have been proposed, most methods cannot be easily applied in the physical (real) world due to 

their use of over-detailed images; such images could not be printed on a normal scale. In this paper, we propose a 

novel method of physical adversarial attack, the Copy-Paste Attack, by copying other image pattern elements to 

make stickers and pasting them on the attack target. This attack can be printed out and applied in the physical 

world. Moreover, this attack reduces the recognition accuracy of deep neural network by making the model 

misclassify the traffic signs as the attack pattern. We conducted our experiment with a model intelligent car in a 

physical world. We tested three well-known DNN models, on three different kinds of Datasets. The experimental 

results demonstrate that our proposed collaborative performance advertising solution (CPAs) greatly interferes 

with the recognition rate of traffic signs. Moreover, our CPAs outperform the existing method PR2. Furthermore, 

we tested one of our previous ResNet26-carbon border adjustment mechanism (CBAM) models, although it 

exhibits higher robustness against the CPA attack compared with other well-known CNN models, our ResNet26-

CBAM also got misguided by CPAs with an accuracy of 60%. In addition, we trained the CNN models with the 

physical defense method of adversarial training; however, it had little effect on our CPA attacks. 

 

Keywords: Deep neural networks, Copy-Paste Attack, Adversarial attacks, ResNet26-CBAM, Adversarial 

trained. 

 

1. Introduction 

 

Deep Neural Networks (DNNs) [1] have been widely used in fields like self-driving [2,3,4], mobile payment 

[5], speech processing [6,7,8], and so on. Recent research has shown that DNNs are vulnerable to adversarial 

attacks [9], which raises new security risks. Depending on the attack type, adversarial attacks in computer vision 

can now be divided into two categories: digital and physical attacks. While digital assaults such as fast gradient 

sign method (MI-FGSM) [10], C&W [7], and Deep fool [11] exhibit strong performance in DNN models, their 

effectiveness in physical world applications is limited due to the difficulty of detecting digital perturbations in the 

physical world [12,13]. In contrast, physical attacks are more threatening, especially in the self-driving domain, 

as self-driving cars rely on DNNs to recognize and respond to traffic signs. If an attacker is able to spoof DNNs 

through physical adversarial examples, self-driving cars may misinterpret traffic signals, leading to potential 

traffic accidents.  

Since Kurakin et al. [14] initially showed that DNNs are vulnerable to physical attacks, research in this field 

has received much attention. ShapeShifter [15] demonstrates the feasibility of early adversarial physical attacks 

by executing formulas to generate adversarial stop signs with complex patterns. However, the ShapeShifter attack 

method is limited in practical application to real traffic signs. AdvCam [16] uses neural style migration to create 

naturally corrosive style stop signs that hide human attention and maintain large perturbations. This approach 

demonstrates that the stealth and effectiveness of physical attacks can be enhanced by introducing neural-style 

migration techniques. However, AdvCam may lose pixel points during the printing process, thus reducing its 
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effectiveness. Robust Physical Perturbations (RP2) takes a different approach, attacking by printing actual-sized 

traffic signs on paper and overlaying them onto existing signs. Although RP2 successfully spoofs the DNN 

classifier, its attack is mainly limited to STOP traffic signs. 

In this paper, based on existing research, we propose a new approach that aims to extend the applicability of 

physical adversarial attacks on traffic signs and improve the feasibility of their application in the real world. By 

drawing on and improving existing methods, we hope to enhance the effectiveness of adversarial attacks further. 

The main contributions of this paper are: 

(1) We present a flexible adversarial attack methodology, the Copy-Paste Attacks (CPA), that can generate attacks 

ranging from simple traffic elements to complex mixes of multiple classes of traffic elements.  

(2) We utilize the ResNet26-CBAM model from our previous work [17], known for its superior interference 

resistance, to conduct a series of new experiments on our CPA.  

(3) Experiments with CPA in physical world scenarios show that the adversarial examples are highly deceptive 

and can successfully trick the network into incorrectly categorizing the examples into the attacking classes. Our 

experiments used a real intelligent model car to test against real traffic signs to validate the effectiveness of our 

attacks. Our experiments may get noise effects from light sources, and environmental shadow, thus, our 

experiments provide a more objective and rigorous factual basis compared to most experiments that employ only 

DNN classifiers in virtual simulation or using a webcam. 

 

2. Materials and methods 

 

In this section, we aim to verify the practicality and objectivity of the copy-paste attack in a self-driving 

scenario. Firstly, we explain the details of the intelligent model car, the simulation environment, and the 16 traffic 

signs used in the experiments. Secondly, we explain the design and construction of the copy-paste attack and the 

application of the adversarial training method. Finally, we explain the designs of each experiment, which is used 

to test the impact of the copy-paste attacks. 

 

2.1 Materials 

 

In this study, we conduct experiments using real model cars in the physical world rather than testing adversarial 

attacks using a webcam like most existing methods. Webcams are usually low-cost, and easy for adversarial attack 

experiments, however, it is difficult to show the details of how a real car behaves when it encounters an adversarial 

attack. Due to the expensive and safety issues of real self-driving cars, we built intelligent model cars that can be 

used for self-driving research, our car is shown in Figure 1. The intelligent model car imitates the real car, the 

difference is that there are multiple sensors in the real self-driving car, while there is only one camera in our 

intelligent model car. The experiments for the intelligent model car are conducted in a simulation environment. 

Which can be repeated under controlled conditions, the decision errors in the real environment can be better 

observed, that is crucial for verifying the experimental results and ensuring the scientific validity of the 

experiments. 

 

 
Figure 1 (A) Intelligent model car built in this paper, (B) Map of the road designed in this paper. 

 

We designed simulated road maps and traffic signs in the laboratory to replicate the real-world driving 

environment. As shown in Figure 2, this paper uses four series of traffic signs, a total of 16 traffic signs, each 

category of traffic signs has a different shape and color. These 16 traffic signs are all made using the same base 

and material to reduce the likelihood of the model recognizing the traffic signs by looking at the differences in 

other aspects of the traffic signs. These 16 traffic signs were then used with equal frequency in subsequent 

experiments. With this design, this paper can conduct effective self-driving studies in more realistic environments 

and improve the robustness of the model for traffic signs. 

(A) (B) 
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Figure 2 The 16 traffic signs used in the experiment, (A) forward traffic signs, (B) right traffic signs, (C) left 

traffic signs, and (D) stop traffic signs. Each group is divided into four series of traffic signs, a, b, c, and d.   

 

2.2 Methods 

 

As demonstrated in Figure 3, Shapeshifter [15] is an algorithm that creates traffic sign surfaces that can mislead 

the model recognition. RP2 applies graffiti interference [18] on the traffic sign, and Advcam creates surface 

patterns resembling the surrounding environment using algorithms [13] to be pasted on the traffic sign. However, 

most of these physical attacks produce high classification accuracy when tested with our intelligent model car in 

the physical world. Mostly due to the detailed attack they used cannot be perfectly printed out in the physical 

world.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3 Examples of successful physical world attacks. 

 

Figure 4 illustrates how we duplicate a portion of the incomplete pattern from certain traffic signs and apply 

it to other types of traffic indicators to create the CPAs. This type of attack may have a significant impact on the 

detection and decision-making of an AI agent, although such attacks usually do not cause a human driver to lose 

their visual judgment. We put an arrow indicator to the right on the stop sign, an arrow indicator to the left on the 

right-turn sign, and an "OP" style pattern on the left-turn sign. Through the CPAs, we can misguide the intelligent 

model car to make the desired reaction with a high probability according to the kind of attack pattern. As can be 

seen from Figure 5, the CPAs in this paper are classified into two styles: the simple style uses only one element 

from the other traffic signs, and the complex style has a stronger attack compared to the former, using multiple 

elements of the other traffic signs or multiple elements of traffic signs. The attack method in this paper is robust 

to a variety of physical conditions, modifying and adding the physical characteristics of the input samples to the 

deep neural network is adversarial in the physical world. 

 

(A) (B) 

 

(C) 

 

(D) 

 

Z

Z 

Shapeshifter 

 

PR2 

 

Advcam 
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Figure 4 Pattern elements are copied from each category by the proposed CPA. Then paste them to create a 

camouflage counterexample. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5 (A) simple style CPA, (B) complex style CPA. 

 

This paper utilizes the previously developed ResNet26-CBAM model, known for its strong anti-interference 

performance [17]. As shown in Figure 6, ResNet employs a residual block design to combat vanishing and 

exploding gradients in deep networks. Each block consists of two convolutional layers, with the output of the 

second added to the first, allowing the network to learn residual mappings and simplify optimization. 

To enhance the original ResNet-18 model, we increase its depth by adding extra convolutional and batch 

normalization layers, named conv3, bn3, conv4, and bn4, into each basic block. These additions improve feature 

extraction and accelerate training by normalizing feature maps. The details of the blocks are explained below. 

Data first flows into the Channel Attention Model, where MaxPool and AvgPool operations generate two-

channel feature maps. These maps are processed through a multi-layer perceptron (MLP) to calculate channel 

weights. The channel weights are then multiplied element-wise with the input feature map to produce the channel-

weighted feature map. 

This channel-weighted feature map is then passed into the Spatial Attention Model. In this model, spatial 

feature maps are computed through MaxPool and AvgPool operations, followed by a 7x7 convolution to generate 

the spatial attention map. The spatial attention map is multiplied element-wise with the channel-weighted feature 

map to produce the final optimized output. 

These two modules operate sequentially: the Channel Attention Model is applied first, followed by the Spatial 

Attention Model, with both contributing to feature optimization and attention refinement. 

 

     (A) Simple style 

 

         (B) Complex style 

 

Copy Paste 
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Figure 6 ResNet26-CBAM framework. 

 

2.3 Evaluation methods  

 

The experimental evaluation method in this paper utilizes a four-category confusion matrix. We used four 

evaluation metrics, Precision, Recall, F1 Score, and accuracy, which are defined as follows. 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
(1) 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
(2) 

 

𝐹1 𝑆𝑐𝑜𝑟𝑒 =
2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
(3) 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝑇𝑁 + 𝐹𝑁
(4) 

 

Here, we introduce four metrics, P (Positive), N (Negative), T (True), and F (False), for evaluating the 

environment perception ability of the intelligent model car. First, we make one of the classifications in the traffic 

sign as positive (P) and the rest as negative (N), T indicates that the intelligent model vehicle predicted correctly, 

while F indicates that the intelligent model vehicle predicted incorrectly. As shown in Table 1, for example, to 

calculate the correlation metrics of the forward traffic sign category, a 4 × 4 matrix is obtained with forward as 

the positive classification and the rest of the categories as the negative classification. TP (True Positive) indicates 

that the intelligent model car predicted correctly after testing the traffic signs belonging to positive classification, 

FP (False Positive) indicates that the intelligent model car predicted incorrectly after testing the traffic signs 

belonging to positive classification, TN (True Negative) indicates that the intelligent model car predicted correctly 

after testing the traffic signs belonging to negative classification, and FN (False Negative) indicates that the 

intelligent model car predicted incorrectly after testing the traffic signs belonging to the negative classification. If 

relevant metrics are to be calculated for other categories, the category to be calculated is used as a reference. 
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Table 1 Confusion matrix assessment table as an example for calculating forward-related metrics. 

 
Predicted 

Forward Left Right Stop 

Actual 

Forward TP FN 

Left 

FP TN Right 

Stop 

 

2.4 Experimental Setup 

 

To verify the practicality and objectivity of the attacks in this paper, we use an adversarial training [7] method 

in the physical defense method: interference injection [19], which involves injecting possible attacks in the 

training Dataset to reduce the model’s sensitivity to such attacks. It is worth noting that most of the current research 

on adversarial attacks ignores the impact of adversarial defense and only proves if their attacks work on the 

original Dataset. As shown in Figure 7, this paper trains the same models with the Dataset without interference 

and the Dataset containing interference (interference injection) respectively and then loads them onto the 

intelligent model car. This paper tests the recognition ability of the normal traffic sign and the traffic sign labeled 

with CPA on a simulated route to compare multiple deep-learning models. In the subsequent experiments, we 

demonstrate that adversarial training, as an adversarial defense method, is less effective than the CPA method 

proposed in this paper. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7 Experimental framework  

 

2.4.1 Datasets 

 

In terms of Datasets, this paper uses three kinds of Datasets that we have collected; they are Dataset A, Dataset 

B, and Dataset C. These three Datasets are four-category Datasets with four categories of "forward," "left," "right," 
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and "stop," which are collected and put into the categories that they belong to. However, the difference is that 

Dataset A contains only normal traffic sign images, Dataset B has images of normal traffic signs and images of 

CPA-attacked traffic signs for adversarial training, and Dataset C contains only images of traffic signs attacked 

by CPAs. 

 

Table 2 Dataset A, "without traffic sign," is used to train the intelligent model car to go straight, then 400 

pictures of each traffic sign group are collected. 
Class Without traffic signs (a) (b) (c) (d) Total pictures 

Forward 200 400 400 400 400 1800 

Left 0 400 400 400 400 1600 

Right 0 400 400 400 400 1600 

Stop 0 400 400 400 400 1600 

Total pictures 200 1600 1600 1600 1600 6600 

 

Before introducing Dataset B, we discuss which ratio is more appropriate to use for adversarial training images 

of physical defense, we reproduce the PR2 attack for experiments, and we set up the Dataset based on Dataset (A) 

with different ratios of the normal traffic signs and the attacked images being 2:1, 3:1, and 4:1, we then train these 

Datasets with resnet34, and carry out the 16 traffic signs affixed with the PR2 Tests, each traffic sign test 5 times, 

as shown in Table 3. When Dataset A’s trained model faces the attack, the accuracy is 78%. While the model 

trained with an adversarial training Dataset is significantly improved, especially when using the 3:1 and 2:1 ratios 

of the trained model, the accuracy is 88% and 89%, respectively. So we used these two models to test the accuracy 

against Dataset A to check their ability for classification of normal traffic signs. 

 

Table 3 Test results of four models (ResNet34(A), ResNet34(A (4:1)), ResNet34(A (3:1)), and ResNet34(A 

(2:1)) recognize traffic signs labeled with PR2. 

 Class ResNet34(A) ResNet34(A (4:1)) ResNet34(A (3:1)) ResNet34(A (2:1)) 

Precision Forward 0.84 0.68 0.76 0.79 

 Left 0.64 0.94 0.94 0.95 

 Right 0.9 0.81 0.86 0.86 

 Stop 0.77 0.93 1 1 

Recall Forward 0.92 0.95 0.95 0.95 

 Left 0.82 0.8 0.85 0.8 

 Right 0.7 0.81 0.9 0.9 

 Stop 0.7 0.65 0.8 0.8 

F1 Forward 0.87 0.79 0.84 0.86 

 Left 0.71 0.86 0.89 0.98 

 Right 0.78 0.81 0.88 0.88 

 Stop 0.73 0.76 0.89 0.89 

Accuracy  78% 81% 88% 89% 

 

As shown in Table 4, the accuracy of the 2:1 ratio model in recognizing the normal traffic sign is reduced by 

6% compared to the 3:1 ratio model. So, combining the above experiments, we conclude that it is better to set the 

adversarial training Dataset with a 3:1 ratio and build The Dataset B. 

Table 4 Test results of two models (ResNet34(A (3:1)), and ResNet34(A (2:1)) for recognizing normal traffic 

signs. 

 Class ResNet34(A (3:1)) ResNet34(A (2:1)) 

Precision Forward 0.8 0.7 

 Left 0.94 0.94 

 Right 0.86 0.8 

 Stop 0.94 0.88 

Recall Forward 1 0.95 

 Left 0.8 0.75 

 Right 0.9 0.8 

 Stop 0.8 0.75 
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 Class ResNet34(A (3:1)) ResNet34(A (2:1)) 

F1 Forward 0.88 0.81 

 Left 0.86 0.83 

 Right 0.88 0.8 

 Stop 0.86 0.81 

Accuracy  87% 81% 

 

Table 5 Dataset B, "without traffic sign" is used to train the intelligent model car to drive straight, then 300 

pictures of each traffic sign group are collected, and 100 pictures of each group are attacked with CPA. 

Class 
Without 

traffic signs 

(a) 
 

(b) 
 

(c) 
 

(d) 
 

(a) 

+CPA 
 

(b)  

+CPA  
 

(c) 

+CPA 
 

(d) 

+CPA 
 

Total 

pictures 

Forward 200 300 300 300 300 100 100 100 100 1800 

Left 0 300 300 300 300 100 100 100 100 1600 

Right 0 300 300 300 300 100 100 100 100 1600 

Stop 0 300 300 300 300 100 100 100 100 1600 

Total pictures 200 1200 1200 1200 1200 400 400 400 400 6600 

 

Table 6 Dataset C, "without traffic sign" is used to train the intelligent model car to go straight, and then 400 

images of each group are attacked with CPA. 
Class Without traffic signs (a)+CPA (b) +CPA (c) +CPA (d) +CPA Total pictures 

Forward 200 400 400 400 400 1800 

Left 0 400 400 400 400 1600 

Right 0 400 400 400 400 1600 

Stop 0 400 400 400 400 1600 

Total pictures 200 1600 1600 1600 1600 6600 

Datasets A, B, and C allow our research to assess the effect of adding adversarial attacks on the performance 

of the model. Furthermore, it helps with the assessments of adversarial attacks both with and without the CPA 

interference injection. 

2.4.2 Experiments 

In order to verify the practicality and objectivity of our CPA proposed in self-driving scenarios, we designed 

six experiments. We utilize Dataset A, Dataset B, and Dataset C to train four CNN models (ResNet18, ResNet34, 

ResNet26-CBAM, and AlexNet), respectively. Then these models are tested on normal traffic signs and traffic 

signs affixed with CPA. The details of the experiments are shown in Table 7: 

Table 7 Specifics of the six experiments. 
Dataset Model Test object Goal 

Dataset A ResNet18(A), ResNet34(A), ResNet26-

CBAM(A), AlexNet(A) 

Normal traffic signs Evaluating model performance on normal 

traffic signs 

Dataset A ResNet18(A), ResNet34(A), ResNet26-

CBAM(A), AlexNet(A) 

Traffic signs with CPA 

Attack 

Evaluating model performance under CPA 

attacks 

Dataset B ResNet18(B), ResNet34(B), ResNet26-

CBAM(B), AlexNet(B) 

Normal traffic signs Evaluating the Impact of adversarial training on 

model recognition of normal traffic signs 

Dataset B ResNet18(B), ResNet34(B), ResNet26-

CBAM(B), AlexNet(B) 

Traffic signs with CPA 

Attack 

Evaluating the Impact of Adversarial Training 

on Model Recognition of CPA Attack Signs 

Dataset C ResNet18(C), ResNet34(C), ResNet26-

CBAM(C), AlexNet(C) 

Normal traffic signs Evaluating the impact of recognizing normal 

signs by models trained on Dataset C 

Dataset C ResNet18(C), ResNet34(C), ResNet26-

CBAM(C), AlexNet(C) 

Traffic signs with CPA 

Attack 

Evaluating the Impact of Models Trained on 

Dataset C to recognizing CPA attack signs 
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Firstly, this study trains four different CNN models using Dataset A, which contains only normal traffic signs. 

Next, we load the trained models onto the intelligent model car and perform Experiment 1 and Experiment 2. 

Experiment 1 was conducted for 16 normal traffic signs. The experimental steps were to conduct 10 tests for 

each traffic sign, with each test being at a different angle and distance, as can be seen in Table 8, this was to test 

the recognition of the traffic sign by the intelligent model car from different angles and distances, the idea is to 

prevent a single location from being used for recognition. All the above four CNN models are tested sequentially 

to record the intelligent model car's response to each traffic sign to further analyze and evaluate the performance 

of each model. 

Experiment 2 is called the random CPA attack, it is conducted on 16 traffic signs affixed with CPAs. The 

experimental steps are, firstly, we selected ten CPAs with different targeted attack patterns, as can be seen from 

Figure 8, our selection contains CPAs ranging from simple ones to complex ones. (1) "ST" for stop (a), (2) "OP" 

for stop (a), (3) elements for left (a), (4) Paste the elements of the right (b) traffic sign, (5) Paste the elements of 

the left (a) traffic sign, (6) Paste the elements of the stop (a) and right (a) traffic signs, (7) Paste the elements of 

the right (b) and left (a) traffic signs. (8) Paste the elements of right (b) and stop (a) traffic signs, (9) Paste the 

elements of left (a) and stop (a) traffic signs, (10) Paste the elements of right (a) and stop (a) traffic signs. We 

used 16 traffic signs affixed with the 10 attack patterns in different locations and conducted 10 tests (around 1600 

random tests), we used random angles and distances for each test (Table 8, the same as in Experiment 1), and all 

of the four CNN models mentioned above are tested in turn to record the intelligent model car's response to the 

CPA attacked traffic signs. 

 

Table 8 10 tests at different distances and angles. The same test method was used in the follow-up experiments. 
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Figure 8 Take forward as an example and paste ten CPA attacks with different targeting positions. (A) (B) (C) 

(D) (E) are labelled with simple style CPAs and (F) (G) (H) (I) (J) are labelled with complex style CPAs.  

Secondly, this study uses Dataset B to train the four CNN models. Next, we load the trained models onto the 

intelligent model car and conduct Experiment 3 and Experiment 4. 

Experiment 3 has the same specific experimental steps as Experiment 1, and the data from Experiment 3 and 

Experiment 1 is compared to determine whether the adversarial training model with interference injection has 

weakened its ability to recognize normal targets. 

Experiment 4 has the same steps as Experiment 2, including ten different CPA attacks. By comparing the data 

from Experiment 3 and Experiment 4, we try to find out which of the adversarial trained models performs better 

against traffic signs with CPAs, it is compared to the models without adversarial training. 

Finally, this study uses Dataset C to train the four CNN models. Next, we load the trained models onto the 

intelligent model car and conduct Experiment 5 and Experiment 6. 

The specific experimental steps of Experiment 5 are the same as Experiment 1, we evaluate the recognition 

performance of the four CNN models trained using Dataset C on the normal traffic signs. 

The specific experimental steps of Experiment 6 are the same as Experiment 2, which includes ten different 

CPA attacks. We evaluate the recognition performance of four CNN models trained using Dataset C on CPA-

attacked traffic signs. 

As can be seen from Figure 9, which shows the heat-map, the intelligent model car mainly makes judgments 

by observing the patterns on the traffic signs and then displays the real-time predicted action probability 

distributions on our visualization interface (as in Figure 10), then makes the actions with the highest probability. 

We observe the distribution of the probability value of each classification, when the probability value is higher 

than 0.5, the intelligent model car judges it as belonging to the classification with a high probability value and 

successfully makes the corresponding action, and such a case is judged as a failure of the attack. Suppose it 

encounters a category in which the probability value does not exceed 0.5. In that case, the intelligent model car 

will make a wrong action or waver (due to there being two classifications with the same probability), in which 

case the attack is judged as successful. Ultimately, we will compare the accuracy of four CNN models trained on 

Dataset A in recognizing normal traffic signs and traffic signs labeled with CPA. This can provide proof of 

whether CPAs are effective in the physical world. 

 

 

 

 

 

 

 

(A) (B) 

 

(C) 

 

(D) 

 

(E) 

 

(F) 

 

(G) 

 

(H) 

 

(I) 

 

(J) 
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Figure 9 (A) (B) Images captured by the camera of the intelligent model car, (C) (D) Attention heatmap of the 

intelligent model car  

 

Figure 10 Probability distributions for each category displayed by the intelligent model car in the visualization 

interface. (A) is a normal left-turn traffic sign with a LEFT accuracy value of 0.88. (B) is a left-turn traffic sign 

with a CPA sticker with a LEFT accuracy value of 0.04. 

3. Results  

In this section, we will describe the results of six experiments in detail, focusing on comparing the recognition 

performance of different Datasets and different models against original and traffic signs labeled with CPA attacks. 

We will also discuss the effect of adversarial training on model robustness. With these results, we can verify the 

effectiveness of the copy-paste attack (CPA) proposed in this paper and the defense effect of adversarial training. 

According to our evaluation method, we can calculate the accuracy, precision, recall, and F1 score of each 

group of experiments by using the experimental data. Accuracy provides the overall proportion of correct 

classification and is the most intuitive evaluation index, provides an overall performance, evaluation and reflects 

the average prediction ability of the model for all categories, so in this paper, we use accuracy as the main reference 

standard, and the other three metrics as the secondary reference standard. 

As shown in Table 9, it could be concluded that the test results of Experiment 1 and Experiment 2, the four 

CNN models trained with Dataset A performed well in the normal traffic sign experiment, they yielded high 

accuracy, precision, recall, and F1 Score, which indicated that these models are able to accurately recognize traffic 

signs without adversarial attacks. The accuracy rate reached as high as 94%. However, in the CPA attack test, the 

performance of all models dropped significantly, with all metrics significantly lower than the normal traffic sign 

test. This indicated that our CPA attack has a strong interfering effect on the recognition ability of self-driving 

models. Only ResNet26-CBAM (A) achieved an accuracy higher than 50%, with a peak accuracy of 60%, while 

(A) 

 

(B) 

 

(C) 

 

(D) 

 

(A) 

 

(B) 
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other models fell below 50%. In particular, AlexNet (A) performed relatively poorly across all tests, especially 

under the CPA attack, where it recorded the lowest accuracy and all related metrics. 

 

Table 9 Test results using four CNN models (ResNet18(A), ResNet34(A), AlexNet(A), and ResNet26-

CBAM(A)) trained on Dataset A (contains only normal traffic signs) to recognize normal traffic signs, traffic 

signs with random CPA attack (experiment 1,2). 

Note: Ideal model performance with normal traffic signs: the higher the value the better, 

    Ideal model performance with attacked traffic signsℽ: the lower the value the better 

 

We reproduced the graffiti attack in PR2 for comparison with our method. As seen in Table 10, the accuracy 

rate was much higher than our CPA method. This result suggested that the impact of the CPA attack is greater 

than that of the PR2 attack. 

 

Table 10 Test results using four CNN models (ResNet18(A), ResNet34(A), AlexNet(A), and ResNet26-

CBAM(A)) trained on Dataset A (contains only normal traffic signs) to recognize traffic signs labeled with RP2. 

 Class 
ResNet18 

(A)+PR2 

ResNet34 

(A)+PR2 

AlexNet 

(A)+PR2 

ResNet26-CBAM (A)+PR2 

Precision Forward 0.86 0.84 0.61 0.86 

 Left 0.93 0.64 0.66 0.89 

 Right 0.67 0.9 0.67 0.89 

 Stop 0.87 0.77 0.72 0.81 

Recall Forward 0.95 0.92 0.87 0.9 

 Left 0.75 0.82 0.6 0.85 

 Right 0.87 0.7 0.57 0.85 

 Stop 0.7 0.7 0.6 0.85 

F1 Forward 0.9 0.87 0.72 0.88 

 Left 0.83 0.71 0.62 0.87 

 Right 0.76 0.78 0.62 0.87 

 Stop 0.78 0.73 0.65 0.83 

Accuracy  81% 78% 66% 86% 

 

Regarding the comparison between Experiment 3 and Experiment 4, Table 11 showed that all models 

performed well in the normal traffic sign test, we achieved an accuracy of 88% (ResNet18 (B)). We then used the 

interference-injected Dataset to train the models, and the results showed that the accuracy of these four models in 

recognizing traffic signs with CPAs is still low, reaching a maximum of 44%. This result suggests that our CPAs 

also highly aggressive to the physical adversarial trained models. 

 Class 
ResNet18

(A) 
ResNet18
(A)+CPA 

ResNet34 
(A) 

ResNet34 
(A)+CPA 

AlexNet 
(A) 

AlexNet 
(A)+CPA 

ResNet26-
CBAM  

(A) 

ResNet26-
CBAM 

(A)+CPA 

Precision Forward 1 0.62 0.89 0.48 0.65 0.33 0.87 0.65 

 Left 0.81 0.49 1 0.5 0.71 0.21 1 0.66 

 Right 1 0.36 0.72 0.31 0.68 0.29 1 0.6 

 Stop 0.88 0.32 0.94 0.26 0.77 0.27 0.9 0.54 

Recall Forward 1 0.69 1 0.72 0.9 0.39 1 0.75 

 Left 0.95 0.22 0.75 0.25 0.62 0.24 0.9 0.6 

 Right 1 0.34 0.95 0.29 0.6 0.12 0.9 0.45 

 Stop 0.88 0.47 0.75 0.28 0.67 0.34 0.95 0.65 

F1 Forward 1 0.65 0.94 0.58 0.75 0.36 0.93 0.9 

 Left 0.87 0.3 0.86 0.33 0.66 0.22 0.95 0.62 

 Right 1 0.35 0.82 0.3 0.64 0.17 0.95 0.51 

 Stop 0.88 0.38 0.83 0.27 0.72 0.3 0.92 0.58 

Accuracy  91% 43% 86% 39% 70% 27% 94% 60% 

Ideal  1 0 1 0 1 0 1 0 
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Table 11 Test results of four models (ResNet18(B), ResNet34(B), AlexNet(B), and ResNet26-CBAM(B)) trained 

with Dataset B (Contains normal traffic sign images and images of CPA attacks) to recognize normal traffic signs 

and traffic signs with random CPA attack (experiment 3,4). 

 Class 

ResNet18

(B) 

ResNet18

(B)+CPA 

ResNet34

(B) 

ReNet34 

(B)+CPA 

AlexNet 

(B) 

AlexNet 

(B)+CPA 

ResNet26-

CBAM 
(B) 

ResNet26-

CBAM 
(B)+CPA 

Precision Forward 1 0.57 0.95 0.55 0.63 0.42 0.86 0.64 

 Left 0.74 0.6 0.67 0.31 0.72 0.25 0.9 0.71 

 Right 1 0.34 0.94 0.61 0.67 0.12 0.94 0.69 
 Stop 0.81 0.38 0.8 0.28 0.72 0.34 0.9 0.64 

Recall Forward 1 0.66 0.92 0.68 0.82 0.56 0.95 0.8 

 Left 0.92 0.26 0.87 0.27 0.7 0.23 0.9 0.6 
 Right 0.8 0.35 0.8 0.31 0.55 0.08 0.85 0.55 

 Stop 0.77 0.52 0.7 0.39 0.65 0.38 0.9 0.7 

F1 Forward 1 0.61 0.93 0.61 0.71 0.48 0.9 0.71 
 Left 0.82 0.36 0.76 0.29 0.71 0.24 0.9 0.65 

 Right 0.89 0.34 0.86 0.41 0.6 0.1 0.89 0.61 

 Stop 0.79 0.44 0.75 0.33 0.68 0.36 0.9 0.67 
Accuracy  88% 44% 83% 41% 68% 31% 90% 66% 

Ideal  1 0 1 0 1 0 1 0 

Note: Ideal model performance with normal traffic signs: the higher the value the better, 

    Ideal model performance with attacked traffic signs: the lower the value the better. 

As can be seen in Figure 11, the comparison of the accuracy of Experiment 1 and Experiment 3, these four 

CNN models trained with Dataset A have higher accuracies than those trained with Dataset B for recognizing 

normal traffic signs, reaching a maximum of 95%. Regarding the comparison of the accuracy rates of Experiment 

2 and Experiment 4, the difference was that these four CNN models trained with Dataset A have a lower accuracy 

rate than those trained with Dataset B for recognizing traffic signs with CPAs, reaching a maximum of 66% and 

a minimum of 27%. 

 

Figure 11 (A) Comparison of accuracy between Experiment 1 and Experiment 3, (B) Comparison of accuracy 

between Experiment 2 and Experiment 4. 

 

Table 12 Test results of four models (ResNet18 (C), ResNet34 (C), AlexNet (C), and ResNet26-CBAM (C)) 

trained with dataset B to recognize normal traffic signs and traffic signs labeled with CPA. 

 Class 
ResNet18

(C) 
ResNet18
(C)+CPA 

ResNet34
(C) 

ReNet34 
(C)+CPA 

AlexNet 
(C) 

AlexNet 
(C)+CPA 

ResNet26-
CBAM 

(C) 

ResNet26-
CBAM 

(C)+CPA 

Precision Forward 0.58 0.58 0.61 0.55 0.42 0.58 0.64 0.72 

 Left 0.62 0.62 0.75 0.62 0.33 0.66 0.69 0.77 

 Right 0.5 0.42 0.71 0.56 0.25 0.57 0.62 0.66 

 Stop 0.63 0.38 0.58 0.57 0.36 0.41 0.56 0.63 

Recall Forward 0.7 0.7 0.8 0.75 0.5 0.7 0.8 0.8 

 Left 0.5 0.5 0.6 0.5 0.3 0.6 0.55 0.7 

 Right 0.4 0.3 0.5 0.45 0.2 0.4 0.5 0.6 

 Stop 0.7 0.5 0.7 0.6 0.4 0.5 0.65 0.7 

F1 Forward 0.63 0.63 0.69 0.63 0.45 0.63 0.71 0.75 

 Left 0.55 0.55 0.66 0.55 0.31 0.62 0.61 0.73 

 Right 0.44 0.35 0.58 0.5 0.22 0.47 0.55 0.62 

 Stop 0.66 0.43 0.63 0.58 0.37 0.45 0.6 0.66 

Accuracy  55% 65% 50% 57% 35% 55% 63% 70% 

(A) 

 

(B) 
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As can be seen from Table 12, the four models trained using dataset C have low recognition accuracy on 

normal traffic signs, indicating that the models trained on the full attack image dataset perform poorly in 

recognizing normal traffic signs. This may be since the models mainly learned the adversarial features and ignored 

the normal features. The recognition accuracy of the four models trained using dataset C on CPA attack traffic 

signs is also not high, indicating that the models trained on the full attack image dataset still perform poorly in 

recognizing CPA attack traffic signs. 

 

4. Discussions 

 

In this paper, the attacks targeted the intelligent model car to misclassify the attack pattern according to the 

kind of CPA. As could be seen from Figure 12, the intelligent model car could recognize the original right-turn 

sign as "Right Turn" with a classification value of 0.93, but when it was attacked with "ST" (which belongs to the 

element of stop sign), the classification value of recognized it as "Stop" becomes 0.67. Similarly, a left-turn sign 

with a stop element was mistakenly recognized as "stop" by the intelligent model car. The Stop sign, labeled with 

the element of turn, was mistaken as "left" or "right" by the intelligent model car. Therefore, the CPA attacked in 

this paper can intentionally make the intelligent model car get confused with the attacked traffic signs. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12 (A), (B), (C) Intelligent model car identifies original traffic sign, (D), (E), (F), (G), (H) Intelligent 

model car identifies CPA-stickered traffic sign. 

 

It is worth noting that simple CPAs could not attack most simple-styled traffic signs, the source image would 

change the validity of the attack, as shown in Figure 13, forward (2) paste "ST," would still get recognized as 

"forward," while left (4) paste "ST," would get recognized as "stop," forward (3) paste complex style CPAs, would 

get recognized as "left," and left (4) pastes "ST," which is recognized as "stop." Therefore, some simple-styled 

traffic signs could not be attacked successfully with simple CPAs, but complex CPAs (complex stickers with 

multiple CPAs overlaid on top of each other) could successfully attack them. 

 

 

          (A)                                    (B)                                     (C)                                      (D) 

         (E)                                    (F)                                     (G)                                    (H) 
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Figure 13 (A) add forward (a) without interference, (B) add forward (a) for simple style CPAs, (C) add forward 

(a) for complex style CPAs, and (D) add left (a) for the same simple style CPAs as (2). 

 

5. Conclusions  

 

This paper proposed and demonstrated a real and effective adversarial attack: the copy-paste attack (CPA). 

CNN models were deployed on an intelligent model car for experiments in physical environments. We tested three 

well-known CNN models, on 3 different kinds of Datasets. The experimental results demonstrate that our 

proposed CPAs greatly interfere with the recognition rate of traffic signs. CPA can misguide the intelligent model 

car into wrong behaviors.  We trained the CNN models with the physical defense method of adversarial training; 

however, it had little effect on CPA attacks. Moreover, we compared our CPAs with the existing method PR2, 

Resnet18 can achieve a high accuracy of 81% on PR2, while only achieving an accuracy of 43% on our CPA 

attacks.  Furthermore, we tested one of our previous ResNet26-CBAM model, which has been modified to pay 

more attention to CPA, although it exhibits higher robustness against the CPA attack compared with other well-

known CNN models, our ResNet26-CBAM also got misguided by CPAs with an accuracy of 60%. The research 

can be used in the future to further optimize adversarial training methods, explore other types of physical 

adversarial attacks, and possibly validate these attacks and defense methods on real autonomous vehicles. 
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