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Abstract

This academic article aims to study legal measures for the prevention and protection
of consumers in the digital environment, employing an analysis of relevant Thai laws in
comparison with international measures. The study reveals significant gaps in Thailand’s
consumer protection framework, particularly regarding personal data protection, the
prevention of unfair digital advertising, and liability for digital product-related damages. This
study utilizes documentary analysis of legal evidence from both domestic and international
contexts, comparative legal analysis, and case studies. The findings demonstrate that current
Thai laws lack comprehensiveness and effectiveness in addressing challenges within the digital
environment, especially concerning the enforcement of the Personal Data Protection Act B.E.
2562 (2019), which continues to face implementation constraints. Furthermore, there is a
notable absence of specific mechanisms to manage unfair practices on online platforms,
alongside difficulties in online dispute resolution and complexities in cross-border
enforcement against multinational corporations. The article proposes legal reforms in three
main areas: 1) effective enforcement of the Personal Data Protection Act B.E. 2562 (2019)
through enhanced regulatory capacity, 2) enactment of specific legislation for digital consumer
protection covering digital products and services, and 3) establishment of cross-border

enforcement mechanisms through international cooperation. These recommendations aim to
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balance technological innovation promotion with consumer rights protection within the digital

environment.
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1. szifieuiluindremsduasasdoyadouyana (GDPR) vasavawelsy
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nUszasdAduuenmiloainfiszyly 3) nannisannisifiudeya (Data Minimization) AfmusliiAy
Foyawinfisnduass 4 4) ndnn1sanugndes (Accuracy) iidassnundoyaligniosuassiuar 5)
wann13IAsTEznIaINIsiudeya (Storage Limitation) 6) #aNnN135n¥IANANYITAILAZAIINEY
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2. California Consumer Privacy Act (CCPA) maqaw%’gam%m
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4. Personal Data Protection Act 2012 (PDPA) ¥a483AlU3
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(State of California, 2018, 18)
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2. M3dalilinsdydnwalSusesuinsgiuauUaenieveedoya (Data Protection
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unegu (Conclusion)

a o o

n1susunguaneiienistesiusazdunsewuslnaludwindeuddiadndusdeseide

[

wINNTIATEUAgULAnTUsTUY 91nNanIsaszinuIngnnelnedanadivesinddgluvatesnu

<

Pelundvasdenunaiady nalnn1sTeruldAludusEansSnn wagn1svIAANUSILIBTENINaUTEINA

L%

NNANIANYINUIINUEenanvedineeganses v lyaRfuasasiusian w.e. 2522 lidonades

o

aa v

Auusunmeadialutagiu lnsanizeg1ed sludssiauvesdeny “AuAn” waz “usn1s” Nl

¥
a £Y S

AseUAguisHAnSaeiLazUINMIATYI uenanil nalnmsdafuldfiaussansnmidosandediia
sfuyaainsuazsuUszanal Tneddadrudmiideduiundiliauna (@nnanuaaenssuns
AUATEIRUTLAA, 2564) N15ANYITEUIUSEINAlNMT ALY 3 Usenisvan laud 1) Ay
Sasfrvesnseunguuneiliannsanevaussdemeluladifalu 2) nMsnanaauningINsLazAY
Fenaglunssediuld way 3) dedriadusiuanstduldthunsuuwausvusendruea

nsusunguaneadsaniiunisly 3 seau loud seauuleuiesiunsusulsengraneane

o va 1

seavUfuRnIsiIunsEsuaiesdnen nn1sUsAuly wagseduanusIuliosenInaUssneNIung

L ¥

asraunIevigmsdeduldtiunsuuay filsuiivoiauauusifaulouiy 6ail 1) Msnsmsenalayga
uAseIRUItnanaRdvialasanie 2) nsunlulledlunguranedagdulvinseunguiuAiuasuinig

(% (%

A
Ad9ia waz 3) N13dnRenaYuANATEIUSIAAN1IAa Tun1sil Sndudeamsiasuasrsdnenmms

taduldngunglusmeluvasifotu Tnsnsiindnnuyeanswasiaudnenim msiimalulad
wllun1snsivgeuLainny wazn1snmunssuusienuesuladd msuduilaaluney 9 fu
uenanil Usvmdlnearfesimusniessninasenaludiusing o 01i msvhanuanasdiunis
Gaduldngmunetumsuuay msuanivdsudoyatazausindenunisdvaiu uagn1siau
wnsgiuTiuUszmalugiinng Wusu
Fofsaunluifivesnsiaumleuisasisazuarmsmiuguasdvialuszduaina aziiuls

Y & =

Manuimevesusemdalnefilaidunsdianzvesusemalausemanis mnuadudamsiuves

a [y o 1 § a v v

UTENANISINAUITIUIULINTA AT UHT U AUNITVI8 08195905 210 NaAN DI LRI LY A

o

[

Meladedninauiudssdia UaaIng kagdnen1mvamulsui1iugia Adewmail LwInienis
UﬁgﬂﬂgwmaﬁﬂﬁquLﬁwﬂmmmﬁlmwﬁ’mzﬁ@wmgwmaL‘T]uiwmmwhifu WAAITUNTEAU
Wgnseonuuy “lunanisfifuguasiuiiodunsesuilnagaidia” (Digital Consumer Co-
Regulation Model) € a1 unseuluIA ALT Ay 5I1N197 HaTUUNUIMYBINIATY 1 UTENoUNIS
wannesy A1AIYINT MAdszdenu waziuslaaiialefuludnuvauzveinsiiuguawuuilaiu
$211 (Collaborative Governance) Ingl§gvimtiiifmumnasgiudusiwagifuguadslouns

Y liusnsunanesudessuilaveulunsuinsdanisanudss n1snTivdeulilont waznis

[577]



ISSN: 3027-8414 (Online)

sansuinnssudenauaznisBeuinaendin Uil 20 atuil 2 waunieu - Raiaw 2569
Journal of Social Innovation and Lifelong Learning Volume 20 Number 2 May — August 2026

Auasesteyarld daunauszudsaunazosdnsuilanviniiniinsisaeuazazioudymain
AAUFTR vauziinaimnisiiunuivlunsaduayuesdanuiuazmsussidiunaidulovisegng
soiiles nseuLARFInATigaIiuddARAe MIannszresiglunsiiugualnenssiunsnszane
anuiuiinveuludmnaadiniiiendes Suduwuimaiimnganegrdsdmiuussmaidaiaun

o v v o o o w aa v o

Fefiforinduninensuaziidsnu Snisdsaenndestuuuiliunsiiuguardvaadelnifivans
Uszimauazaernsseninaussmamatiinudidey lnglaniznannismiuauasiu (Co-Regulation)
uarn1sAIAUgIaTUgILANA B (Risk-Based Regulation) 713 a5 19aun a5e99 190158 a3y
winnssumanalulagiunsAuasesdnivesuilng

uneud 3afildfamAnssdugiuguumainisusunguanevessemalnomindy wids
anunsaiaunduduuuudauleus (Model Blueprint) dwsulssinaiidsimmundy o lugiinne
DUFHU LOWTN LazaIAUBLNTA ﬁﬁﬂé’qLw%z:yﬁjiymﬂﬁwﬁﬁaﬁ’uiumsﬁﬁuauaLLWﬁG}W@%&Jﬁ% ISRt
1A mMsvszgnalilinnadananaztisaduaiunndundwesszuuduasesiuslnaandedda an

ANUMARNAMNEIWIRTENINEUTInAT U U sunanlesy wazilugnsasisduindeuaia

niiauvasnsdewazlussuiviuilnalussavanasely

1@N&a1591984 (References)

ANENTIUNTANATITOLAEILUAAA. (2564). TI89IUNITIATENAIIUNTOUNITUIAUITWIe Tl
AUATONTOYATINYAAA W.A. 2562 AUULAY. NTIMN: dTinUANENITUNIANATEITDLA
GRNTLCIEEN

FAfimnwienainiil 3285/258. sznan USmTwesavaVEIYsUnsunenTuses lavd) v §f
Usznevdamslusunsunaniiunes (F11ag). \5ee mameunslusunsuaoufiumesso
A5,

fivnnwmawianganilel afdil 2345/2563. senane U Lalelea 91n (umww) AN

Sumasiie.

MmN AT 567/2562. senan senisgegn lavd Au (lissy) Tuae (3o nrsuandeya
UsHImg AosUaLTTL.

suryd Undesiamed. (2566). unsnisnanguanglunisauasesusinaeeuladlugafdvia: Anw
AINUANAINISANSEAUQTINIALREN ManBannelsy. 219875598098, 17(55), 48-62.
https://so005.tci-thaijo.org/index.php/RIPJ/article/view/268264/180941.

YeyelAn 1 Iumea. (2565). 1193015119 vaelun1sANATeITaNAdILYARATBIANIINNTTNEUNS

[578]



ISSN: 3027-8414 (Online)

sansuinnssudenauaznisBeuinaendin Uil 20 atuil 2 waunieu - Raiaw 2569
Journal of Social Innovation and Lifelong Learning Volume 20 Number 2 May — August 2026

amnsuaziAlovudeluuaiiiiie. 21567539975 F9I0UMTIANISUYUUFTR 5797
YWIAIANTUALASPUAIANS, 8(3), 1 422-431 https://s005.tci-
thaijo.org/index.php/pacific/article/view/258750

AT MBIV (2563). ngnurenuAsesruslaaduamimelugadana. nsunne: drinfiamiuvs
PAINTIUINIFE.

150ng 10 wazUseis aAvRana. (2563). MTAATIENNITUT WI.U. TI8NINTLYIAINRA
Aeafupeufiames w.a. 2550 LUURUR. 27987959607A8, 14(32), 84-96.
https://s005.tci-thaijo.org/index.php/RJPJ/article/view/235994/163571

afas Sunsesa. (2567). ymminsnmismengmneiieatunsiuasesusinalunsdeaudinse
USNISEINUSNISUnan o suAaYa. MsauaidassumnUudie Auzllinans
UMY NTYTITUAERS.
https://ethesisarchive.library.tu.ac.th/thesis/2024/TU 2024 6501033192 19857 29683
.pdf

anaway paumes wagiusIsas yrlsees. (2564). MawauINgraneduasesiuslnaiieatuidenn
Aavia. 973975596907A8, 15(41), 27-45. https://s005.tci-
thaijo.org/index.php/RJPJ/article/view/251064

guanwal TusUInw. (2566). NMsTaNsusAnULUUARTa lugALKINISIUTIUNSATTR: “Tidanssu
favia” Aporls?. 1sansifeans uninetdswdinvaiy, 6(2), 149-160.
https://doi.org/10.14456/mfulj.2023.14

anesAnsveuIinn. (2564). 5789740 IUN sl USINAlNET 2563. NTUNNUMNUAT: AN10IANT
LRNATHET

auye USusIsu. (2564). nguangimaluladarsauna: nguduasUJus. nsaunnm: Iaavu.

ATNNUANENITUNMIANATOITBLAGIUUAAR. (2564). T989IWNITUTHTUAIIUNTDUUENTNEINTIU
mstasulinsesvgigunsesdoyasiuyana wa. 2562. nsensidvaLiieiAsygiua
d3Ay. https://www.pdpc.or.th/

drfnaunnznssunsAunsesdoyadiuynna. (2565). uuaUfviisesansveuiivesdoyasiuyana
MIUNTETIVUYAIARUATOIYOYATINYARAE .A. 2562. hitps://www.pdpc.or.th/books/

drinnuaMznITINSANATRIUIIAA. (2564). a0dn1TTeusEugUTINAT 2563. n3anmw: d1ineuy
ANENTIUNTANATBIRUTLAA,

dinauamznssumsdunsesuiinn. (2568). au. ifousy Ty doveseeularideagnuasns

saiile wuguslnnsoaninaaesiuisawial. https://ocpbconnect.ocpb.go.th.

[579]



ISSN: 3027-8414 (Online)

sansuinnssudenauaznisBeuinaendin Uil 20 atuil 2 waunieu - Raiaw 2569
Journal of Social Innovation and Lifelong Learning Volume 20 Number 2 May — August 2026

AUNUYNSANENSHITIV. NBIKUITUDVYINTIY. (2566). 7189 IUFAAAADIYT W.A. 2565,
A1UNUFRNTINIYIA. https://thaicrimes.org/

Asian Business Law Institute. (2022). Enforcement Efficiency in Asian Data Protection
Regimes: A Comparative Study. Singapore: ABLI Publications.

Bezemer, J & Grant, L. (2022). The Digital Services Act: Creating Accountability for Online
Platforms and Protecting Users’ Rights?. https://www.eipa.eu/blog/the-digital-
services-act-creating-accountability-for-online-platforms-and-protecting-users-rights/.

Bumpenboon, T. (2020). Thailand’s Personal Data Protection Act: An Understanding
from the Perspectives of the European Privacy Law. Thammasat Review of Economic
and Social Policy, 6(1), 50-82. https://so04.tci-
thaijo.org/index.php/TRESP/article/view/249265

Court of Justice of the European Union. (2017). Judement of the Court (Grand Chamber) of
20 December 2017: Asociacion Profesional Elite Taxi v Uber Systems Spain SL (Case
C-434/15). InfoCuria. https://infocuria.curia.europa.eu/tabs/affair?sort=AFF_NUM-
DESC&searchTerm=%22C-434%2F15%22&publishedld=C-434%2F15

Court of Justice of the European Union. (2020). Judgment in Case C-311/18 (Schrems I1):
Data Protection Commissioner v Facebook Ireland Limited and Maximillian Schrems.
Luxembourg: Publications Office of the European Union. ECLI:EU:C:2020:559.

Department for Business, Innovation & Skills. (2015). Impact Assessment of the Consumer
Rights Act 2015: The 14-Day Cancellation Right. London: UK Gov. Publications.

European Commission. (2022). Consumer Protection in the Digital Age: Report on the
Functioning of the European Consumer Centres Network. Publications Office of the
European Union.

European Data Protection Board. (2020). Recommendations 01/2020 on Measures that
Supplement Transfer Tools to Ensure Compliance with the EU Level of Protection of
Personal Data. Brussels: EDPB Publications.

European Data Protection Board. (2022). GDPR Enforcement Statistics Annual Report 2022:
Cross-Border Cases and Financial Penalties. Brussels: EDPB Publications.

European Union. (2018). Directive (EU) 2019/770 on Certain Aspects Concerning Contracts for
the Supply of Digital Content and Digital Services. Official Journal of the European
Union, L 136/1.

[580]



ISSN: 3027-8414 (Online)

sansuinnssudenauaznisBeuinaendin Uil 20 atuil 2 waunieu - Raiaw 2569
Journal of Social Innovation and Lifelong Learning Volume 20 Number 2 May — August 2026

Global Privacy Assembly. (2022). Cross-Border Enforcement Cooperation: APEC CBPR System
and Its Impact on Global Privacy Standards. London: GPA.

Gonzalez, F. (2023). Study on the essence of fundamental rights to privacy and to
protection of personal data. European Data Protection Supervisor (EDPS) & Vrije
Universiteit Brussel (VUB).(17-22). https://www.edps.europa.eu/system/files/2023-
11/edps-vub-
study on_the essence of fundamental rights to privacy and to protection of per
sonal_data_en.pdf

Khumon , P. (2020). Cross-Border Data Privacy Regulation in Asean: Overcoming Institutional
Challenges (Research Report). The University of the Thai Chamber of Commerce.
https://searchlib.utcc.ac.th/library/onlinethesis/309645.pdf.

Lim, H Y. (2017). GDPR Matchup: Singapore’s Personal Data Protection Act.
https://iapp.org/news/a/edpr-matchup-singapores-personal-data-protection-act.

OECD. (2023). Consumer Vulnerability in the Digital Age OECD DIGITAL Economy
Papers June 2023 No. 355. OECD Publishing.
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/consumer
-vulnerability-in-the-digital-age _85b498eb/4d013cc5-en.pdf.

Palmieri, Nicholas F. (2019). Who Should Regulate Datab?: An Analysis of the California
Consumer Privacy Act and Its Effects on Nationwide Data Protection Laws. UC Law
Science and Technology Journal, 11(1), 37-60.
https://repository.uclawsf.edu/hastings science technology law journal/volll/iss1/4
/

People of the State of California v. Sephora USA, Inc. (2022). Case No. CGC-22-601380, Cal.
Super. Ct. Aug. 24, 2022.

Personal Data Protection Commission Singapore. (2022). Annual Report 2022: Integrating
Data Protection with Cybersecurity and Digital Governance. Singapore: PDPC
Singapore.

Sholehuddin, N., Miskam, S., Mohd Shahwahid, F., Raja Abdul Aziz, T. N., & Mansor, N. (2024).
A Comparative Legal Analysis on Personal Data Protection Laws in Selected ASEAN

Countries: Analisis Perundangan Perbandingan Undang-undang Perlindungan Data

[581]



ISSN: 3027-8414 (Online)

sansuinnssudenauaznisBeuinaendin Uil 20 atuil 2 waunieu - Raiaw 2569
Journal of Social Innovation and Lifelong Learning Volume 20 Number 2 May — August 2026

Peribadi di Negara-negara ASEAN. Journal of Muwafaqat, 7(1), 23-38.
https://doi.org/10.53840/muwafagat.v7il.166

Singapore PDPC. (2021). Personal Data Protection Act Implementation Review. Singapore:
Personal Data Protection Commission.

State of California. (2018). California Consumer Privacy Act of 2018 (CCPA) - Legislative
Analysis and Public Comment Period Report. Sacramento: California Department of
Justice.

U.S. Department of Justice. (2022). International Cooperation in Cybercrime Enforcement:
Case Study of Yahoo Data Breach Joint Investigation. DOJ Cybersecurity Enforcement
Annual Report, 112-156.

[582]



