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Abstract

Computer systems nowadays are an essential part of business operations and the human way of life.
Any act that disables the working of a computer system according to pre-determined instructions or causes
a working error by resorting to any means to illegally know of, correct, or destroy a third party’s data
contained in a computer system in order to disseminate false or pornographic computer data can damage
and affect the country’ s economy, society, and security, as well as peace and good morals. Therefore, it
was necessary to enact the Act on Commission of Offenses Relating to Computer, B.E. 2550 (2007).

This study found that computer-related crime can occur in different forms, such as destroying,
accessing, or disseminating data, a so-called computer integrity offense. Gaining physical access, however,
to a computer, computer data, a computer system, or a computer network, may or may not be an offense.
These days, computer data, computer systems, and computer networks are being used for many benefits,
such as within education, recreation, medicine, transportation, finance, banking, and commerce which are
the operations necessary for societies, economies, and political systems. Until now, there has not been an
official definition of the term “ computer crime”. Instead, different definitions have been used depending
on the purpose or objective of a given case. Computer crimes are increasing and causing great damages to
society, damages that both can and cannot be assessed in monetary terms in procedural law. Computers
and computer networks are capable of performing a number of tasks efficiently, so the problems caused
by computer-related crime have attracted close attention from various countries all over the world. It can
be stated that public order and safety depends on the work of computer data, computer systems, and
computer networks. Severe damage can be inflicted if computers or computer systems fail to work,
especially by people acting willfully to cause harm.

This allows the conclusion that the commissions of the offenses relating to computers, computer
data, and computer systems have effects on confidentiality, one element of the crime according to the Act
on Commission of Offenses Relating to Computer, B.E. 2550 (2007). Nevertheless, the punishments meted
out under the act are not proportional to the severity of the offenses compared to the ones under the
criminal laws of the Federal Republic of Germany and the French Republic. The punishments for computer-
related crime must be adequate based on the severity of the crime, and law enforcement must be carried

out firmly because crime control, suppression, and prevention are part of the criminal justice system.
Keywords: illegal access, computer crime, computer data
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" Section 202a, German Criminal Code atUuuntad a.f. 2009 ‘(1) Whosoever unlawfully obtains data for
himself or another that were not intended for him and were especially protected against unauthorized
access, if he has circumvented the protection, shall be liable to imprisonment of not more than three years
or a fine. (2) Within the meaning of subsection (1) above data shall only be those stored or transmitted
electronically or magnetically or otherwise in manner not immediately perceivable.’

¥ Le code penal, Article 323-1.

? Le code penal, Article 323-2.
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% Le code penal, Article 323-3.
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