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Abstract

This study aims to analyze appropriate approaches to mitigating
the impact of the enforcement of the Computer-Related Crime Act B.E.
2560 (2017), a key legal instrument for regulating online offenses,
particularly in preventing the dissemination of false information, fake
news, and cybercrime. However, its enforcement in practice has raised
serious concerns, including restrictions on freedom of expression, the use
of the law as a political tool, and burdens placed on internet service
providers and the general public. The study presents both positive
impacts, such as enhanced law enforcement efficiency and improved
control over cybercrime, and negative impacts, such as violations of civil
rights and a lack of transparency in the application of the law. To address
these issues, the paper proposes that the law should be enforced in
accordance with human rights principles, the rule of law, and public
participation. Policy recommendations include clarifying vague legal
language, promoting transparency in enforcement, and establishing
independent oversight mechanisms. The author concludes that the Act's
enforcement must be developed in a balanced and prudent manner to
ensure its effectiveness in protecting society from cyber threats while

safeguarding the rights and freedoms of individuals in a democratic society.

Keywords: Computer-Related Crime Act, civil rights and liberties,

cybercrime, freedom of expression, checks and balances
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