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Abstract

This academic article examines the future directions for developing digital citizenship
skills in the age of artificial intelligence (Al). The rapid transformation of Al technology since
late 2022 has created a competency gap between existing digital citizenship frameworks and
contemporary real-world requirements. This study analyzes the limitations of pre-Al
frameworks, such as the ISTE Standards (2016) and the Council of Europe Framework (2019),
which primarily address Web 2.0 challenges but fail to adequately cover emerging Al-era
obstacles, including algorithmic bias, deepfakes, automated decision-making systems, and the
digital divide. A comparative analysis of strategies from Thailand, Singapore, Finland,
South Korea, and Canada reveals distinct emphases reflecting their respective economic and
social contexts: Thailand employs a hybrid approach under the Digital Thailand framework;
Singapore focuses on lifelong learning through "Digital Skills for Life"; Finland integrates
multiliteracy as a transversal competence; while South Korea and Canada emphasize
economic competitiveness and democratic values, respectively.

The article proposes a new framework consisting of three core competencies: 1) Al
Literacy—the ability to understand Al operating principles and their societal impacts;
2) Algorithmic Critical Thinking—the skills to evaluate and interrogate automated decision-
making; and 3) Data Ethics Consciousness—an awareness of the ethical implications regarding
data use and sharing. Regarding policy development, a tripartite governance model
is proposed through collaboration among the government (as a regulator and supporter of
independent research), the private sector (developing socially responsible technology), and

civil society. Finally, the study suggests curriculum reform through active learning approaches,
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such as Inquiry-based Learning and Phenomenon-based Learning, to cultivate digital citizens

prepared for the complexities of the forthcoming digital era.

Keywords: digital citizenship, artificial intelligence, skills development, ai literacy, tripartite

governance
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4

5. guassavaslgyusehvg
a 1 lejc.f % o w 4 Y aa
nsinseiludniddurladdyuemuliuinusadvaluewan Inewmeluladiingu

aa o

Tmifdaasundasgivimitazunanvesnuidunaiioniva dwalivinuzadnandniuses
dmsusuasusas iy Imaqﬂaiiﬂﬁuaaﬂﬁg@wizawﬁuazmﬂiuiamwﬂﬁﬁuﬁmﬁﬁuﬁma
nsvnusevuEAITaluewan xwolul

5.1 aARUBIDaNd3NY

onfvasdanesiiu (Algorithmic Bias) iAnTuilossuusmutiadwadnsiiliidusssu
Fa8ouselovdliunnguauunanguunnnitnguduegiaduszuy (Noble, 2018; O'Neil, 2016)
JomildldiAnnnddaneifuedaenss uilingrunandoyaildlumsiindudsenadend
Tl dusunuvesUssannsiamun w3eliauysal iz‘U‘Uméwﬁgﬂﬁmﬂﬁﬂu@ﬂmismiaﬂ’m
maasugialudueing 9 1wy msdisen mslidude vieuihsgisnssuiunsyisssunisean
Sefuideaiiosvegeniniadond e uardieuiifogudlufnlsizuussduluseduiiliieg
Ju1neu (Buolamwini & Gebru, 2018)

nansznuildsnanenudunadiesnsta sinuves wivegne "anudusssn” vie
"ansiueniviula” lmﬁmwaﬁﬂﬁiaiﬂ walllosndvialueuandndudesdnisiuiniudane3iiu
(Algorithmic Literacy) @manedis anuanunsalunisidilainnisdadulasing 9 Adsgnnszsilae
syuuitlalduywd was mmiamqmmummwmﬂuﬁiimm yauluselavesss Uummuulﬂ
(Long & Magerko, 2020) wansgnuLna 'm N899 ﬂ,um 1udaduuLT 1 (Input Legitimacy)
N52UUN19 (Throughput Legitimacy) wasnadws (Output Legitimacy) € swasiiee@ 3 1fa
Ilusomsnueziarinseililainteya anudnietiaslafinanenivesdanesi
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5.2 Inganeyriinenvasiedaasien deyadatou uazadulingda
wialulad Deepfake w3adadunsieasndymegiunnlanniztoyansotnladidu
A3 Ity useivgunlglunisasnsdenauasauunulianunsanentesoanainues
939l@ (Chesney & Citron, 2019; Kietzmann et al.,, 2024) wagaudrglunisiinfunsediouay
Uanvsshvgmanilutegduanunsadifsldegnesienn Fauneanuitlas q Aawwisaas
dodunywile neliinduanaueg1dlngvatavateysenis fell
Usen1snuils Msunsnszneteyalnilouniiused@nsnin deepfake anansaldiiveasng
Toyadadourinsangs dee1vdmanon1sdindula wgAnIsuuasn1suanInUAAiuTes
Use19u (Vaccari & Chadwick, 2020) Usznsitaas n1suiaadalinndaludediva duanaiy
n$eussngaenvlilyuanisaisvesvasy wion1snvdngiuaiavisede/dayaniuninuais
ausagnidudalnednsinduvesUasuls dwllanmnulinddasedennviia Usenashau n1svin
Tiinauuwnnueniuden danesiuvedafaiifoivuiliuniavveetiemnnseiuesual
wavaseanuuanuwen deduasziasagnididuniesedeasnulemdinanldegisieniy
dmsuanudunafienaia nuneauiInissviviudedeaimuiainnis "nsvdey
WA wuudiy tlugnisiiaanudangunisgiaingn (Epistemic Resilience) hagaa1uiew
a a aaa 3 | o & ¥ a o
Wanadauasifiinermans (Ng et al, 2023) nawlosluswiandndudeiivinwelunisnsivaey
Munvesiomaava wazanunsali@isluanimwindeud "nswiveralilinisie” nsely
5.3 NM5YINTuINTMaUgLN
v a =< N 1 E4 I a aQa
InsMauniin (Metaverse) kansdan1sivdsundasluganimuindouiaiiousssauis
MAsegnaonIan Fainnsderuasiasugivaunsaaidululs nsfinduves "wadlesdnsa
- g va oy = Y o Aa o w =~
ugia" ¥38 "Metazen" FuduginTeuvznaunarulaniaiiowdiuiinUsedniu wenani
nsasuludunsndiaiiouass wu NFT visedunsunsndialion naenrunisseusumalulad
A 3.0 Masadamsuweulnddmsuanudunadeidva wsuwaulndineliiingUassa
e laud 1) Sndnwaliiuaaa Wy yaralzdaniseinsialeussenasegnaeniailaegials
A58533uvRIN s auadnululanadoufeasls 2) swgialunsuwnuaivia 1w inwela
ddndudmsunisndyduaznisidudivesdunsndiadoudldmalulagudoniou uaz
3) 5353AUTS WU @V anusulinveu wavauUaeadeazgnivdseiulaegielslulaniinszany
¢ % Y o Aoy i 4 = o
auduavairalaeyldnilundsliinsuumamtenguungiieniuaunvaau
5.4 aAnumaaNaIn1eadnaeldyeyn (Cognitive Digital Divide)
= a MY g =] a 1 1o 2/ " o s
nsundsvesdygvseivgliladuiisnisiiugUassalul wirdwasing "aumdeuan
mshdviaBedyan’ (Cognitive Digital Divide) emLﬂummmaammsﬂquwammwaum'}mu
AnuMABNA IR ITRuLI R dastumaiRaendauasuarBumediin Gm UNICEF 33189n9
Hutlymddnylunasitufivesian (UNICEF Innocenti, 2025) anuindenaimnedaaguiiaas
Werfurineglunsidimalulagegrafidsedniaim viens3niladendviaduiugiu urnis

wnsuanevestyguszivglaassarnunisuannediviasuiiany Jadusesweseudila
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Aamany wasdufdunusiulygiussivguazssuudanasfiuld (Holmes et al., 2023) Tuvaei
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Sndunilsdedivilnadomilaidne gy vssivg wasgnithlaensdnaulavesdaneiii
fililusdla fuslnafineiinweAdviaasiinnandegeiiozgnings lesudvimanend waznnidu
wdevesdoyadalou fufu ulsusuaznisAnyiluewandsiosladiuluiinsandesitma
Jonil Bedarududeuniimsiamaunsaivionisiinevsuduiiugiuegiaann
6. NMsAILIFULUUNSERULAUlEUIENISANYY
mshnsgidsutividuisnusidussnlunmsusuBsumamenisiaun i
Hunaidlosddva tewieueundoudmivgailyyvssing lududasiiauoumediiu
sUssudmuiinnsAnu gimueileuis uaviildnlddrudedu q ewmuiguuvunsaou
wazlavemsinwilaesutuaruiunadedava leduumieisd
6.1 n15UfUnangasuazzUuuunisaey asouaqululioawes 1) n15ysainig
ns3uiviudyauseivg wae 2) nsdigliuunisaaudegnantd
6.1.1 M3ysann1sMsiiniuleyausedug (Al Literacy)
ndngnsindudesdilulnaniinisdndaininysiall lugnisaeunisgiviniu

a L3

Joyaeingil SemufansdeundnmsfiugiuresnisSeuivenaiodionivia doyaansaume
wavdane3fiunuiovesii3ou (Zawacki-Richter et al, 2019) {i3vusioaSouiiiazyseifiunin
Udefievessaneiiiy wqaﬂﬁﬁmmﬁwﬁu waLYIAIIULINANTLNUNIITEFIIUIINATT
dnAulavestlygUszing mawann Al literacy Feasumudseiuiiuguuadiuseidemasn
Fin

6.1.2 Msirguuuumsaaugegnunly

nsaeuinwenaloddvialuga Al luaiunsaldisnisusseneniaasumusmis ngunae
yiongquiiissegnafier msemealuladidsunvaniuiuly wasaounsaififeduiany
Judou fujuisndudondisuannisaeuiidungunnst w "eg1vhadl" lugnsBoudiden
2 sUuuundn e guuuuiings n1aseuilaslénisduianzninaiug (Inquiry-based
Learning) aelsiiSousarnnn dudu uazvaaouaudladenues unufiagiuanuddige
FeddyogreBiluga Al ideyaanusagnairstumnldine 3R Founsvaeuumasiiun
Uszillumnuundede uazlidedsiivhuiui segradu WiiSeududuin "saneiiiuuuzininle
YouTube v13uagnls” wazdiasigsiininludalevisuszianiwantnatosnindfledu 1
sUuuviiges nsiseuigiuusingnisal (Phenomenon-based Learning) 48 ligi3uLiiu
AU enlosszninsanemandwazilu1da3e 1wy Fee deepfakes i endatanalulad
WusTIn ngvnne wardeau RWiareamudlafidnguazamsoussgndlfluaounisalluald
Freg1aay Anwnsdfnuiasewes deepfakes fildwaanais wagliinisoudasiziinaasd
ngvne elulad uazarmdeslsiitedeaiu

wuvnsiidenndoafuuuuegisvesiiuwaus fiysnnms wrauansfiun s’
dunadv Taglildaouduivuensenn wansifenuinisnisiaaelig S ouimuinee
NSAMINININHarN1SUSUMILARNIINSERUILULUSIENY (Sahlberg, 2021)
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6.2 JUnuunIsMiuguanuulninid lagausuilasenineniaiy Aaenvu uag
aadssdeny

nsmunalesndalugatyyiuseivgldaunsadumnuiuiinveuveiniadiule
A uilaiiead iy widesordeeusiufiouuulasnd il

6.2.1 UNUMYBINIALINTY

saneuTemmeluladssdulanldnanedudlindnfunasiaunisinuiludesd lasenis
3150619 9 19U "Be Internet Awesome” U84 Google "Get Digital" warlasanisluseauginia
Y99 Meta warAUINITISEUIAIUATTAYEY TikTok aunsaiinfsauduauuinuazliniwens
fiflnauen agslsfinu lassnamanifesldsunmsnsasevedeiinsayamnetoya arws
LazU1IE1TUIIRE 1 EuNS ke iuliiAnUsElevdsious v e 1nniinstiaiug
fnza

6.2.2 UNUMYBINAYTEYFIAY

99AN5H19 9 19U Electronic Frontier Foundation (EFF) vivthiidunalnasgaiidifey
lngatuayudnsyld arududiuds aulusda wazainusuiinveu (Electronic Frontier
Foundation, 2024) asfmawanindnaulsfinnsgusuudauaznalnnsnsnaeusiunavesss
nazusTem adussduszneunsududmivyediva

6.2.3 UNUMVBINIAST

Ssunadesimthildugifugua fuszauay wasdlivuativayy Sududesusuuss
nguneRdvaliviuiugadaneifin dmuslidanilvida atvayunsidouaznisdnuiidu
Saszdsldldduogfunaustlovtinasnmatontu Sgfesadvaunassvinmsduaduuinnsuiay
nsundesavivesnaiiios

6.3 TalauanuziBulsugdmugandvialng

dioasrmadiesiavadindondmiveuan ulsusasisuraisionsanuumstelud

6.3.1 Usduldanulusdlanazainusuiinvauvasdanaiiy

aulovied fnualidanedfiuildlunniguazniatenvuididyfoan1unis
nIvEoUend LavnszuIuMIinduladesamsnesueld lnslawzluveuniiinanssnugs
U N3rUIuNsERsTII MIeu nMeRnwuazuinIsdiay mesnstasaelinadiosanansn
nyvaoumazyensiaalanliussls

a

6.3.2 asulunsiwinviutyguszhvgnaandin

sdiuumsiseuInaendinseaurauild aaneiulasanis SkillsFuture uag Digital
Skills for Life vasdsnlud ielsiuflainwaidlesmnau lidilsiiseny flomafazidilauazusun
Wiunansenuvesdyausehivg T,Uil,mium&iflﬁmiﬁﬁy’ﬂuguLLuuaau"LaﬂLLazaaﬂ/\IiaﬂLﬁaLﬁi’hﬁq
YNNG

6.3.3 dudiuwmaluladuaznsideiausslovdansisns
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SuasednenYeIUszeTy (Baker & Smith, 2024) MsasuilastsaissruUTnaATiauga
FEMINUIANTTULALANUTURATBUN9HIAY

6.3.4 Bavan "uywdidudaiuan" (Human-in-Command)

dwmfumsdaduladidrdyveinisiivuauuiniaazulovigveaniadslunisiaun
wallesddvia wwfeslainszuuiyaussivilisunisesnuuuaniilewaiuadne lallwnui s
dndulauazdunavesuywd Tnednuinsmunuuesnudlimieonadwifidamansznuatis
filbdrfydedin (Holmes et al., 2023) wdnnsilniosdnanivesmyuduazanuiviatey
Tunsinaulatidnfay
7. fossugnislunaiiiosndviaids

unerwidlduandidiui windnmsiuguuarnsevveseulunaiondviafiadiety
Tutsdemessufiiuandnsdiniudfay Lwimit,ﬁm%usumﬂiyzmﬂizawﬁjﬁaL‘i‘;lumil,ﬂ?iaulmaq
fidsmansznussludAnuaznsevvosmudunaiieaddas1eunn guasinanenfves
Sane3iiu Inginegainenandedauased wagnsdewdadnuallvalulanasiousss vl
\RnguassavesinuzAdviafisndudeSuimuuaglfauddy

surpnvasnulunallosdIvaluainisayaiuiisans "Vasasde" Tulanseuladl
dnseld mewammallesndviainfondmivonaadunilsluanuvinmefiddnyiian Jediesns
AungeusuiuluszavuumAandnnsing givuaulovie dnmalulad uaznaos
ynAu WieliaudfyiunsAnddnng Indrinnseiesssu uavadoslunsesnuuuuay
UsulFmaluled wWhnnolildifeszasniswamuionssy wiiedihuianssuluguadng
fdaadudann wudfiazanneu asndulyvdiargaunisalvemaiiiesdiiia

o &/ v = a s
AFuaINsiiATasladayyuszhvg
& v

Tun1siessnunAING I;QJJLﬁ‘ﬁﬁuimﬁffm?aaﬁaﬂ@@ﬁﬂizﬁwﬁtﬂugi’j%fwiumwfummm
nsgvIuMaTe il
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