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ABSTRACT

This article presents the result of the research project about the legal challenges of the
protection of personal data in the context of smart city by adopting document-based
methodology. The main research question of this project was that: “What are the legal challenges
of the protection of personal data in the context of smart city?”. With regard to the nature of
smart city, various kinds of technology, are adopted to manage and control the city’s
infrastructure. Firstly, the operation of the “Internet of Things” which is the concept about

connecting all the electronic devices via the Internet generates the collection of a large amount of
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personal data which is called “Big Data”. The Big Data is the main resource under the process of
the data analytic for making a prediction which is the major function of “Machine Learning”. And
all personal data are processed in the “Cloud Computing” infrastructure. From the study, it was
found that the processing of personal data in the context of smart city brought about two main
legal challenges: (1) the issue about obtaining consent from the data subjects; and (2) the issue
about identifying status, responsibility and liability of the parties involved in the processing of
personal data. Finally, the potential approaches for addressing such legal challenges were
suggested with a view to protecting the personal data and the right to privacy of the data subjects

in the context of smart city.

Keywords
Personal Data Protection, Legal Challenges, Smart City, Internet of Things, Big Data, Machine
Learning, Cloud Computing
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> Jesse W. Woo, “Smart Cities Pose Privacy Risks and Other Problems, But that Doesn't Mean We
Shouldn't Build Them,” University of Missouri-Kansas City Law Review 83:4, p.953 - 971 (2017). And Liesbet
van Zoonen, “Privacy Concerns in Smart Cities,” Government Information Quarterly. 33:3, p.1 - 9 (2016).

! Emmanouil Tranos and Drew Gertner, “Smart Networked Cities?,” Innovation : The European
Journal of Social Science Research 25:2, p.175 — 190 (April 2012).
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Technology, (Prentice Hall, 2013), p.25 - 50.

 Gaurav Sarin, “Developing Smart Cities Using Internet of Things : An Empirical Study,” SSRN
Electronic Journal, (May 2016).
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Cities,” Cities 89, (January 2019), p.80 - 91
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1 Ija Braun, “High-Risk Citizens,” retrieved on January 28, 2020, from https://algorithmwatch.org/
en/story/high-risk-citizens.

"’ Netherlands Committee of Jurists for Human Rights, “Rights Groups Sue Dutch State for Profiling
Citizens,” retrieved on January 28, 2020, from https://www.liberties.eu/en/news/ngos-start-proceedings-
against-dutch-government-over-syri/14329.

** Gaurav Sarin, “Developing Smart Cities Using Internet of Things: An Empirical Study,” SSRN
Electronic Journal, (May 2016).

v Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the Protection of Natural Persons with Regard to the Processing of Personal Data and on the Free

Movement of such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation).
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