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ABSTRACT

The Personal Data Protection Act, B.E. 2562 (2019) provides rules and regulates the collection,
storage, use, processing, and disclosure of personal data. With this being enforced, in the case where
the personal data controller and/or personal data processor operatesin relation to the management
of personal data in a way that violates the provisions of the relevant legislation, relatively causing hamm
to the data subject, the personal data controller and/or personal data processor shall be held liable
for civil, criminal and administrative sanctions which may involve expenses in the support of litigation,
and for complying with the fundamental legal requirements such as for proper notification in an event
of a data breach to the data subject, and notification in an event of a data breach to the Personal Data
Protection Committee (“PDPC”). Furthermore, the incurred costs and expenses on monitoring, remedial
measures for personal data breachrestitutionwould result in financial damage to the business operator.
On the other hand, without such remedy, the data subject’s right, which means the right of the public
as a whole, would be definitely affected.

Therefore, cyber insurance, especially the section of liabilityinsuranceis a mechanism intended
for the risk management of financial loss for an entity. In this research, the author carries out an analysis
on the adequacy and the scope of application of the available liability coverage of cyber-liability
insurance policy in connection with the Personal Data Protection Act, B.E. 2562 (2019) in Thailand,
including giving certain recommendations regarding more efficient application of cyber-insurance; for
example, the integration of the general risk management principles into the cyber-risk assessment in an
organization, the support of feasibility study on the implementation of mandatory cyber-liability
insurance as well as the preparation of the standard cyber-liability insurance policy in the Thai language

version.
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Unases fildnsgihdegiondseAufoiiedenaidomeluiaty viemeliiunsmsussmenudemeiils
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msazifimuludush sunsussaivseiude wnefls anufiawain mMsunasfinaneuedeu n13
uaasiiliAnanudilaiin Sevsnefa msiglonuse fusdeldtosdwidedemsla 9 Suilewaia raneiadou
wiorhnuawiliidvesdeyaduyanalirnuBusenlasanudilain lnemsazidiarnududiui suwly
femsnspii maagtiumansgyih enudszum msdEusentid vielduenudemediuyana (personal
injury) Bu 9 1y mslideyaduyaraiiiamaiasuduvsliivssdesaduyrragngniuny Anda (Hudy
el ermdummsniiiniuate wiadudsstondrmn veormfnainmameisny ngi1laggien
Useudeils Sudunaliinanuianaadafionuss fusfedoaiuin vieenadessanduiinaung e
desneufiviihfimsuimsdans dafiu vihane iemuandeyadiyana vie mathituuloviemiuidu
dsh (privacy policy) vesfioUseiugdeies® fegratu Tuwlsuesemuludnsvesiiondssiudouoasi
msdnniuteyadiypraaziilivherlsths winduihluegsduuenivilonmileuieilduaadld Hudu 4o

o w

ddiyfie msavidannududiusi fevfntuannsnseylagliaslalaedienyss fude

IS =

Weulltedaunain nMsazidiaanutdudiusm TurnunueveInsusssivseiuiuas dvauwaninenii

e3¢

mMmimsagidadeyadiuyaramuAIvNIeYes GDPR inTzesAlsznoudfyveimsaziilateyaduy Ana

flo Msaziiinruvaendentilugmsiiaty ayde lWasuulas Wakelee visensidnfeteyadiuynnalag

* Chubb Insurance Australia Limited, ‘Cyber Enterprise Risk Management Insurance Policy” (insuring
clauses 1.1 A) <https://www.steel-line.com.au/wpcontent/uploads/2020/04/cyber_certificate
_of currency.pdf> accessed on 19th Jan 2021.

* ibid insuring clauses 1.1 C.
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" ibid insuring clauses 1.1B i, 1.2 Bi.
* ibid insuring clauses 1.1 Bii, 1.2 B ii.
“ ibid insuring clauses 1.1 Biiii, 1.2 B iii, general definitions 3.17.

*% ibid general exclusions 4.1.
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°! ibid general exclusions 4.2.
*? ibid general exclusions 4.5.
>* ibid general exclusions 4.12.

** ibid general exclusions 4.13.
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