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Abstract

The increasing problem of spreading false news online. This thesis aimed to
(1) study the concepts, theories, and principles of legal measures for preventing
and combating fake news, (2) study the international law: the Budapest Convention
on Cybercrime and the laws related to preventing and combating fake news in
Malaysia, Singapore, Philippines, China, and Germany, (3) analyze Thai laws concerning
the prevention and combat of fake news in comparison to international and foreign
laws, and (4) propose recommendations for improving and clarifying the laws related
to preventing and combating fake news.This research is qualitative research by
studying criminal measures and administrative measures to prevent and suppress
online fake news, including researching both Thai and foreign language documents

of edict, The study found that (1) freedom of expression and freedom of speech
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were protected by the constitution. However, if the exercise of these rights impacted
the public order or good morals of the people or infringed on the rights or freedoms
of others, the state could intervene by enacting laws that restricted these rights
and freedoms. (2) in the comparative study with the laws of Malaysia, Singapore,
Philippines, China, and Germany, it was found that the prevention and combating
of fake news were legislated as specific laws, clear definitions were provided, the
severity levels of offenses were defined, authorities was empowered to issue orders
to manage fake news, and measures and penalties were established for service
providers to self-regulate. (3) Thailand has no specific laws, making it an obstacle
to preventing and suppressing fake news online. (4) therefore, it was advisable to
amend the Act on Commission of Offences Relating to Computer B.E. 2550 (2007)
by providing clear definitions and boundaries of offenses, authorizing government
officers to issue the administrative order to manage fake news, and specifying
administrative measures and punishments for service providers under government

supervision.

Keywords : Fake News online, Rights and freedom of expression, Administrative

order, Administrative measures and punishments
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Toudin pauzllfienans anrdududiaiauuimsemans, 2556, i 52-62.
? fawnsal Feuya. uesnisnenguanglunisiniualuguEnilasuniamsiliesuulanleiues.
Ingrdnus U umUadio uminendudedl, 2564, Wi 84-100.
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# décision n 88-248 DC du 17 janvier 1989 et n°® 89-260 DC du 28 juillet 1989. cited in ﬁ!ﬂ’?ﬁuﬁ
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* andatd dviaaee. inadinarsanlunisdeniviualnenisunasasunulnyaigyl. wii 24-40.

* FEUERBACH (P.J.A.). Lehrbuch des gemeinen in Deustchland gultigen Peinlichen Rechts. 3d ed.
Giessen 1805, p. 23. cited in Anai kg, nausinansanlunisidaninunlnenisunasasunulnsaig.
Wi 24.

? StnygiRddnensnssmiianiadnased (OWIG) 11es1 121 81edialu andmnl deviensd. innuaiiansan
Tunsidenfnuainenisunasasunulneaign. i 15.

** LORVELLEC (S.), “Les frontieres entre infraction pénale et infraction administrative en Italie”, AP.C,
1985, n° 8, p. 179 . cited in AnTa Aviaaey. inasiRarsanlunsidaninualnenisunasasunulneaigy.

N 27.
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* plgiautd @eUsznatina. nalnadnusaulianeigyiszuinelssmaneldnseuvesaydyyritnaeg

219 INTTUNIABNRINBSVsEN18LsY. InenTinusUSaaumUndin aazlfians Pnainsalunivends,
2555. viti1 201.

* Sgamive. dninnwshsUssme. nuslaiend@eu. “ngrinesesuimiasuveniadeiingliiifiu
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agun1snssyimuRasunguuNensE v UydRnefuYia WA, 2561 (Anti
Fake News Act 2018) vasannussgunale laavrniavssiudeunamialuuwuy
dodidnnselind Fovoulay) warAsiulusuuuuifuuasdsiuile 9 Tusuuuuidsanis
Sidnmsetind musnmsn 47 azEuangnsyvinainsniiduie aue Afiusidndie wande
weunsievsedsfinsimiduiie Jufidefinnandiuinnmsmeunitnuieeiaziiung
n1snssiaMuregugslnselasuwladls Tudruuvadlnuniunssssdygfnasiiu
Y1719 W.A.2561 (Anti Fake News Act 2018) apsUsuinaaniussguaids dunsnis
n13aslneAoud1egs wazlneviaUnasesmunszsdyginisdearsuazdafdife
W.A. 2541

7.3 ssrsaigaenlvs uvssmanianlinnuddydentsiesiunazaiuny
mmam’famﬁinmsﬁiLﬁw,ﬁa]é"mmsﬂfm@uﬁaLLas%’aagaednmi fausid w.e.2539% Taenns
Aesinsdnsiteimuuasiiuguadeuasmalilad 16 Infocom Media Development
Authority (IMDA) wag Government Technology Organization (GTO) kagd1mINT
manguaneAdedldun nguineitdeniseanena (Broadcasting Act) nnmune
dﬁ9%8ﬂ’liﬁﬁum?iaiuwﬁﬁamﬁaga (Info-Communications Media Development
Authority Act) waziidndgjlatinisuszmeldssdydatestudoyasuduiialudedany
soulatinaznisdanisfianyas (The Protection from Online Falsehoods and
Manipulation Act) Uszmaileduil 28 fiquisu 2562 Faamususlunsasingmane

" ANTI-FAKE NEWS ACT 2018 Part Il OFFENCES 4. (1) Any person who, by any means, maliciously
creates, offers, publishes, prints, distributes, circulates or disseminates any fake news or publication con-
taining fake news commits an offence and shall, on conviction, be liable to a fine not exceeding five
hundred thousand ringgit or to imprisonment for a term not exceeding six years or to both, and in the case
of a continuing offence, to a further fine not exceeding three thousand ringgit for every day during which
the offence continues after conviction.

(2) The Court may, in addition to any punishment specified in subsection (1), order the person
convicted of an offence under that subsection to make an apology to the person affected by the com-
mission of the offence in the manner determined by the Court.

(3) Failure to comply with an order made under subsection (2) shall be punishable as a
contempt of court.

*® Supinya Klangnarong. Mapping Digital Media Southeast Asia Roundtable. Singapore:
Singapore Internet Research Centre. 2014. cited in agn1 sumsviel. aeﬁiﬂ%ﬁumsmuau?iaLLam’iaa‘J,mi'naﬁ.
d1NIUANENIIUNITNOBHN.2562. Wi 1.
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¥ d5m wnsviand. Sealuiiunsaauaudeuazdayadnnans. dmineuanenssun1snguin1.2562. i 1-2,

“ The Protection from Online Falsehoods and Manipulation Act PART 2
7 (1) A person must not do any act in or outside Singapore in order to communicate in
Singapore a statement knowing or having reason to believe that —
(a) itis a false statement of fact; and

(b) the communication of the statement in Singapore is likely to —
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7.4 asrsasgiautud lvenuddgsenistesiunasysiuusudnama (Fake
news) Ineiivdnnisfiiinistediiavesnalulad iliAnnsivasulasnissenugn
qué’jﬂLﬁulﬂﬁjiwuaumaﬁﬁw%aizwaaulaﬁ TnglanzuuiwannosumIge wazdidgn
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Falsonngynensadnunmisimounitnaiouaznisazdnfiieatesduy suilinguseasd

(i)  be prejudicial to the security of Singapore or any part of Singapore;

(i) be prejudicial to public health, public safety, public tranquility or public finances;

(i) be prejudicial to the friendly relations of Singapore with other countries;

(iv) influence the outcome of an election to the office of President, a general election
of Members of Parliament, a by-election of a Member of Parliament, or a referendum;

(v) incite feelings of enmity, hatred or ill-will between different groups of persons; or

(vi) diminish public confidence in the performance of any duty or function of, or in the
exercise of any power by, the Government, an Organ of State, a statutory board, or a part of the
Government, an Organ of State or a statutory board.

7 (2) Subject to subsection (3), a person who contravenes subsection (1) shall be guilty of an

offence and shall be liable on conviction —

(@) inthe case of an individual, to a fine not exceeding $50,000 or to imprisonment for
a term not exceeding 5 years or to both; or

(b) in any other case, to a fine not exceeding $500,000.

7 (3) Where an inauthentic online account or a bot is used —

(@) to communicate in Singapore the statement mentioned in subsection (1); and

(b) for the purpose of accelerating such communication, the person who is guilty of
an offence under that subsection shall be liable on conviction —

(c) in the case of an individual, to a fine not exceeding $100,000 or to imprisonment
for a term not exceeding 10 years or to both; or

(d) in any other case, to a fine not exceeding $1 million.
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“ AdlaniaUTud Senate of the Philippines. MsUszgandianasaidudnvesanssasgiauTud. fu
7l 17 fiquigu 2564. wih 1. wnidsiian: hitps:/legacy.senate gov.ph/lisdata/2624822593Lpdf [9 nanAs 2565]

2 AN ACT PENALIZING THE MALICIOUS DISTRIBUTION ~ OF FALSE NEWS AND OTHER RELATED
VIOLATIONS SECTION 2. Malicious Creation and Distribution of False News. It shall be unlawful for any
person to maliciously offer, publish, distribute, circulate and spread false news or information or cause the
publication, distribution, circulation or spreading of the same in print, broadcast or online media, provided
that, such false news or information cause or tend to cause panic, division, chaos, violence, hate or which
exhibit or tend to exhibit a propaganda to blacken or discredit one’s reputation and the person knowingly
commits such act with full knowledge that such news or information is false, or with reasonable grounds
to believe that the same is false. Any person who shall be found guilty of committing any of the foregoing
acts shall be punished by a fine ranging from One Hundred Thousand Pesos (P100,000) to Five Million
Pesos (P5,000,000) and imprisonment ranging from one (1) to five (5) years. Any person who aids or abets

any person committing any of the foregoing acts shall be liable for a fine ranging from Fifty Thousand Pesos
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Network and Internet Security , Protection and Management Regulations 1997)"
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(P50,000) to Three Million Pesos (P3,000,000) and imprisonment ranging from six (6) months to three (3)
years. If the offender is a public official, he shall be liable for twice the amount of the fine imposed above,
and be imprisoned for two times longer than the period provided herein. In addition, he shall also suffer
the accessory penalty of absolute perpetual disqualification from holding any public office.
® dfina wnonsal wasdggan Sursiian. “wuinenisialiingrineaunuuazduasevikass
lasunansenuanglinlansesulad” Journal of Modem Learning Development, 6(3), 2564. %1 380.
™ Computer Information Network and Intemnet Security, Protection and Management Regulations

- 1997

Article 5. No unit or individual may use the Internet to create, replicate, retrieve, or transmit
the following kinds of information:

(1) Inciting to resist or breaking the Constitution or laws or the implementation of adminis-
trative regulations;

(2) Inciting to overthrow the government or the socialist system;

(3) Inciting division of the country, harming national unification;

(4) Inciting hatred or discrimination among nationalities or harming the unity of the
nationalities;

(5) Making falsehoods or distorting the truth, spreading rumors, destroying the order of
society;

(6) Promoting feudal superstitions, sexually suggestive material, gambling, violence,
murder;

(7) Terrorism or inciting others to criminal activity; openly insulting other people or distorting
the truth to slander people;

(8) Injuring the reputation of state organs;
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(9) Other activities against the Constitution, laws or administrative regulations.

Article 6. No unit or individual may engage in the following activities which harm the security
of computer information networks:

(1) No-one may use computer networks or network resources without getting proper prior
approval

(2) No-one may without prior permission may change network functions or to add or delete
information

(3) No-one may without prior permission add to, delete, or alter materials stored, processed
or being transmitted through the network.

(4) No-one may deliberately create or transmit viruses.

(5) Other activities which harm the network are also prohibited.

* Computer Information Network and Internet Security, Protection and Management Regulations
- 1997
Article 20. For violations of law, administrative regulations or of Article 5 or Article 6 of these

regulations, the Public Security organization gives a warning and if there income from illegal activities,
confiscates the illegal earnings. A fine not to exceed 5000 RMB to individuals and 15,000 RMB to work units
may be assessed. For serious offenses computer and network access can be closed down for up to six
months, and if necessary Public Security can suggest that the business operating license of the concerned
unit or the cancellation of its network registration. Activities contravening public security management
regulations are punishable in accordance with provisions of the public security management penalties
articles.

s

“ n3nde yfsatan wazy1a nAeUlumil. mstmuaauRafgafunIsLanIAAMLTuRUERd AL

a . ¥ a e ° Y U v oa = a o a
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ASIN 11, 2561. wth .2416.
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THp30%18) 39 Act to Improve Enforcement of the Law in Social Networks (Network
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19.A39%918) 50 Act to Improve Enforcement of the Law in Social Networks (Network
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" Network Enforcement Act
Section 2 (1) Providers of social networks which receive more than 100 complaints per calendar
year about unlawful content shall be obliged to produce half-yearly German-language reports on

the handling of complaints about unlawful content on their platforms, covering the points enumerated in
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subsection (2), and shall be obliged to publish these reports in the Federal Gazette and on their own
website no later than one month after the half-year concerned has ended. The reports published on their
own website shall be easily recognizable, directly accessible and permanently available

Section 3 (1) The provider of a social network shall maintain an effective and transparent
procedure for handling complaints about unlawful content in accordance with subsections (2) and (3). The
provider shall supply users with an easily recognizable, directly accessible and permanently available
procedure for submitting complaints about unlawful con- tent.

Section 3 (2) The procedure shall ensure that the provider of the social network:

1. takes immediate note of the complaint and checks whether the content reported in the
complaint is unlawful and subject to removal or whether access to the content must be blocked,

2. removes or blocks access to content that is manifestly unlawful within 24 hours of receiving
the complaint; this shall not apply if the social network has reached agreement with the competent law
enforcement authority on a longer period for deleting or blocking any manifestly unlawful content,

3. removes or blocks access to all unlawful content immediately, this generally being within
7 days of receiving the complaint; the 7-day time limit may be exceeded if

a) the decision regarding the unlawfulness of the content is dependent on the falsity of
a factual allegation or is clearly dependent on other factual circumstances; in such cases, the social network
can give the user an opportunity to respond to the complaint before the decision is rendered;

b) the social network refers the decision regarding unlawfulness to a recognized self- reg-
ulation institution pursuant to subsections (6) to (8) within 7 days of receiving the complaint and agrees to
accept the decision of that institution,

section 3 (4) The handling of complaints shall be monitored via monthly checks by the social
network’s management. Any organizational deficiencies in dealing with incoming com- plaints shall be
immediately rectified. The social network’s management shall offer the persons tasked with the processing
of complaints training courses and support pro- grammes delivered in the German language on a regular
basis, this being no less than once every six months.

Section 5 (1) Providers of social networks shall immediately name a person authorized to
receive service in the Federal Republic of Germany and shall draw attention to this fact on their platform
in an easily recognizable and directly accessible manner. It shall be possible to effect service on this person
in procedures pursuant to section 4 or in judicial proceedings before German courts on account of the
dissemination of unlawful content. The same shall also apply to the service of documents initiating such

proceedings
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