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Abstract

In the digital networked environment, copydghted works are displayed, reproduced

or drstdbuted unlawfully fiom one user to another by only one mouse click. Copyight

owners have suffered from high cost o{ damages from such inftinglng activiiies committed

easily through the internet networks. The intemet has made lt harder to trace aclual

wrongdoers. As a result, Internet Sewice Providers (ISPs) have become a center of

attention to be sued because of thef identifiable location and reliable financial status. lSPs,

in ihis sense, are somewhat relevant to the case of online coplrighi infdngement since the

functlons that they pe orm might contribute to, induce, or cause such inftinging activities.

The controversial issue which might adse hele is to what extent ISPs should be held liable

for cop)'dght infringement conducted by othels since the main function of ISPs is merely

middle man providing connection for information. To hold ISPs liable for third-party

copyright inlringement regardless of reasonable foundation is not justifiable. The US and

the EU enacted regulations with regard to the limitations of liability conceming ISP Jiability

for third-party copyright infringement which intends to combat online copyright

0lrdlfitr]t]T roc,,



jnfringement, and provide legal certainty for ISPs when they comply with the conditions

set forth ln the reg'ulations. In a nutshell, the regmlatlons establish what can constitute

liabiliw so that ISPS will krlow thet rights and obligations when they have to deal with

copyright infringement committed by others.

Keywords : Intemet Service Provider (lSP), Iiability, third-party copyright infringement

1. Introduction

.rh^.h.,iF^ ^.n4hirilies Of the

internet to promote the exchange of

knowledge, information, and ideas on a

global scale have surely revamped the way

people lnteract.l The greatest advantage of

the intemet is that it plays an essentially

crucial role as a medlum which has the

ability to enable people around ihe world

to obtain great quantltles of infolmation

witJfn seconds lust by one mouse click. In

this way, the intemet has gnven power to

people to transmit and duplicate a vast

amount of data or information, including

cop!.ighted malerials.'zDue to the fact that

ln the digital network environment the

matedal is Iarely iransmitted direcily fiom

the originator to the end-user, usually a

range of providers act as go-betweens for

content creatols and consumers. Such go-

betweens are hosting service providers,

communications or network providers, and

access providers who play a role as

intermediaries by providing the venues for

internet users to download, upload post or

transfer such materials.3 In this thesis the

Intemet Service Provider (lSP)' will be the

focal point of study. ISPS are one type of

such iniermediaries providing the intemet

access and giving their subscribers means

to make materials publicly avallable in

exchange for a fee.5 Additionally, ihey

' The matter of face-to-face present b not necessary anymore for the interaction berween people.

' H. Sulo*, (2001), 'Liability lmmunity for Intemet Sewice Provider-How is it working?', Joumat of Tecbnology

Law & Policy, Vol. 6, No. 1. p. 31.

' K. Koelman, Onlme lntermedrary Liability', in Hugenholtz (ed.) Copyright and Electronic Commerce: Legal

Aspects of Electlonic Copt'right Management, Kluwer Law Intemational, 2000, The Hague - Boston London, p. 7.

a 
Intemet Sewice Providers offer a wide specfum of information processing service such as search service, chats,

fo urs. host.ng, storage, Dd).rnent, malkering. and desrgn service.

u 
B. Bolrn & D. Tysver, ISP Liability, at http://www.bitlaw.com/intemet/isp.html, last vlsited on 30 May 2009. See

also R. Mann & S. Belzley, (2005), 'The Promise of Intemet Intermediary Liability', wiliam and Mary Law

Re\,lew. Vol. 47. DD.77 14.

! 
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provide a variety of services, including,

data storage for their customers on

newsgroup servers or world wide web

servers.6 with regard to copyright law7,

copyrighted works transmitted and

duplicated through the digital networked

environment without the permission of

copyright owners is considered as a

violation of the copydght." A number of

copyright infringing activities conducted

through the online world extremely

increases because the internet facilitates

such fraudulent aciivities. At present, the

traditional way to deal with copyright

infringement is no longer effective since

those who directly conduct unlawfirl acts

seem to be anonyrnous and undetectable."

As a result, copydght ownels have sought

a way io compensate theil damages by

looking at ISPS as poteniial targets to be

sued.to In this relation, from the copyright

owner's perspective, ISPS have the ability

to determine whether inftingrng material is

being transmitted over thef networks and

stored on their servers.ll Moreover, ISPs

have been dragged into the center of

copyright owners' attention as potential

defendants since their roles as a middle-

man are believed that, to some extent, they

might be responsible for infringing activities

conducted by their subscribels. In this

regaJd, according to the legal doctrines of

copyright law, ISPs could be held liable for

direct liability, contributory liability or

vicarious Ilability for ihe copyright

infringement committed by their sub-

scibers. Furthermore, ISPs ale easy to be

identified and deemed to have deep

pockets. Moreover, ISPS are in a good

position to supervise how thel subscdbers

make use of the internet. Accordingly,

these factors make that ISPS potentlally

engage in the copyright infdngement in the

eyes of the law.

6 
See ibid.

? us coplnght Acr of 1976.

3 
Exclusive owner dghts, contained in U.S. s106 (as codified and amended at 17 USC section 101-1010 (1998))

are as follow: (1) copt'1ng the copyright work; (2) preparing denvatlve works; (3) distributlng copies of the

works; (4) performing the works publicly; and (5) displaying the work publicly.

n 
B. M","*ro. (2002), 'Internet Service Provider Liabiliiy for Copyright Inftingements of Subsc berc: A Compadson

ol the Amerjcan and Australian Eflons to Coricat lhe Uncertalnty', Mvdoch Unive6ity E]ectronjc Joumal of

law, Vol. 9, No. 4.

tt 
See "upt 

note 2, H. Salow, p. 39 (crting T. Casey, 'lSP Liabrlity Swvival Guide 99, (John Wiley & Sons, Inc.

2000). p. 100).
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On the other hand, one might

argue that it is not justifiable to impose

Iiability upon ISPS for the illegai activities

performed by others. ln addltion, to impose

obligations upon ISPS to monitor/police/

supervise activities going on thlough the

internet network is burdensome and

impractical since the volume of material

transmitted over their systems is too large

to monitor. Also, even if lSPs are willing

and able to monitor matenals on their own

systems, it could not necessadly identify

lnfringing materials.l2 This controversial

issue has been discussed over decades and

there has been a lot of ink spilt on this

issue.13 Regarding to one who supports ISP

liability, ISPS seem to be in a vulnerable

position if they have to bear a burden of

monitoring the internet traffic where

"trillions of bits of lnformation representing

millions of messages and files travel

through networks each day"." It is

therefore virtually impossible for ISPS of

Iarge systems to review every message

transmitted or file uploaded. Moreover, it is

relatively unjustifiable that ISPS are seen as

potential defendants just because they

simply provide services for their

subscribers. On the contrary, for those who

oppose ISP liability, ISPS are believed to

bear responsibility fol the copyright

inf ringement occurred through their

systems in cerlain circumstances since

they are in a good position to supervise

thet subscdbers and might have known

that their subscribers make use of the

'" See supra note 9 (citlng T. Casey, p. 101).

13 For articles supporting ISP liability, see, for example, Jane C. GinsbuJg, Putting Cars o\ the 'Infomation

Superhjghway":Autho6, Exploite$, and Copwight in Cybercpace,gs COLUM. L. REV. 1466, 1492-95 (1995)

(mildly supporting the idea of ISP vicarious copyright liability); I. Trotter l{ardy, me hopet Legal Regime lor

"Cybercpace", 55 U. PITT. L. REV. 993, 1042-46 (1994) (advocating strict ISP liability); John Carmichael,

Conrment. tr! Support ol the Illnite Paper: I/Vhy Onlite SeNice hoviderc Siou.ld Not Receive Immunity trcm

Traditianal Notians a! Vicarious and Contibutory kability for Copyright Infrngement, 16 LOY. L.A. ENT. L.J.

759,771 85 (1996) (advocating vicaious and contributory ISP liabitity); Ke y Tickle, Comment, T,he yjcarous

Liabilty of Electrcnic Bu etin Baard Opentars tot the Copvight Infringement Occufting on Thet Bulletin

Boards, 80 IOWA L. RXV. 391, 416 (1995) (favorirg limited ISP liability). For arguments opposing llab ity, see.

for example, Niva Elkin-Koren, Copyight law and Social Dialogue on the Inlormatjon Superhighway: me Case

Against Copwight Uability of Bulletin Board Operators, 13CARDOZO ARTS & ENT. L.J. 345, 399-410 (1995)

(opposing ISP iability under existing coptiight law).

'- B. Lehman & R. Brown, (199b), 'lntelectual koperty and the National Inlormation Iniiastructurer The

Report of the Working Group on Intellectual Property Rights, (hereinafter "\Ahite Paper"), p.116.
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internet unlawfully. As a result, many

countriesl5 have become aware of this issue

and seek a way to complomise between

copyright owners'interest and the

limitations of liability for ISPS. This thesis

concentrates on US and EU regulatory

frameworks on the limitations of liability for

ISPs. The US has responded to this issue

through an enactment of the Digital

Millennium Copynght Act 199810 providing

the safe harbor for ISPs to be exempted

from being held liable where they follow

the procedure set fonh according to the

Act. The EU has enacted the E-Commerce

DrrectiverT which contains provisions

concerning the liability of intermediades.

Similarly to the DMCA; the Directive

provides shelter for ISPs to be excluded

from being held liable under certain

conditions. Conseguently, ihis thesis will

focus on the liability of ISPS; whether it is

justifiable to hold ISPS liable for the

copynght infringement committed by others

and if so to what extent ISPS should be

responsible for third-party copylight

2. General issues of ISP liability for

thid-party copyright infringement

2.1 What is an Internet Service

Provider?

Online intermediaries come in

several forms, namely lnternet Service

Providers (ISPS), Bulletin Board Systems

(BBSs), Network operators, Access

providers, Host service providers,

Information location tool providers, et

cetera. Each of these actors has a different

role to play in the digital networked

environment. According to the dilferent

functional roles of online intermediaries, the

following types of online intermediaries can

be categorized:l8

15For example Australia Copyright Amendment (Digital Agenda) Act 2000, India Information Technology Act

2000, Singapore Copyright Amendment Act 2005, HK copyright (Amendment) Bill (proposed, 2007)' New

Zeatand Copyright (New Technologies) Amendment Act 2008.

16 
See iafra paragraph 3.1.

17 
See inlra paragraph 4.1.

18 p. Basicrocchi, (2002), 'Liability of Intermediary Service Provider in tie EU Directive on Electronic Commerce,

computer and Hioh Technoloov l€w Joumal. vol.9. p.116. See turther R. Julia-Balcelo, (1999), 'Liability for

Online Intermediaries: A European PeFpective', intellectual propeny revieu pp.4-5.
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1) Network operator: providmg the

technical facilities for the

trans mis sion of information

such as cable, routers and

switches.

Access provider: providirg users

with access to the internet.

Users connect to the intemet

through their access providers'

sewers.

Inf olmation Iocation to ol

providers: providing online tools

used fol finding information that

resides in other Web sites such

as Yahool, Alta Vista, Google,

etc. There are two types of

search engines, namely,

automated search engines and

search engines that rely upon

people to review and catalogue

Web sites.

Host service providers: seruices

in which users may rent Web

sites space, set up Web pages,

and upload content, such as

software, text, graphics, or

sounds. Hosting services may

include online exchange also,

Iike bulletin board and chat

rooms which allows direct

communication il real time.ls

These different online intermedia-

fles play dfferent roles when intemet users

wish to use the intemet in common ways

such as surfing the net, or uploading and

downloading materials. In order to do so,

internet users first need to connect to

the network via access providers. Then,

assisted by browser software and often by

an information location tool, intemet users

will identify and contact servers operated

by host service providers where web

pages they wish to contact are located.

Depending on the type of web page, in

addition to browslng the page, internet

users may be able to request information,

upload materials, and download files io

thet personal computers. Intemet users will

also be able to connect to the newsgroup

hosted by a host service provider. ln order

to participate in the newsgroup, internet

users will send a message that will be

posted in the newsgroup. In addition, they

wrll be able to read the posted messages

sent by other intemet users.zo

2\

4)

-" 
See ibrd.

20 
see -i'bi4 R. Julia-Barcelo, (citing P. cralla, How The Internet Works (Millennium ed. 1999)); see also

R. SHULER, How Does the Intemet Work?, at httpr//www.theshulers.com/whitepaoers/internet whitepaper/

index.html.last visited on 20 May 2009. See aiso Reference for Business, Inrenet Seryice Providers, at b!@XZ

v\.v',N.referenceforbusiness.con/smalylnq MaMntemet-Service-Providers-IsPs.hml. last visited on 20 May 2009.
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To make it simple, the term ISP

that will be used in this thesis aims to

cover a wide range of comPanies and

organizations that provide thet subscribers

with different facilities, ranging from

providing access to the internet, to gnvmg

their subscribers the means to make

documents publicly available on the

internet. For example, ISPs may provide

thet subscribers wlth more than just an

email accounl and access to the web. They

may also give them the right to upload

flles, software, text, sound, etc. to the ISP'S

publicly accessible servers."

2.2 Reasons for pursuing claim against

Intemet Service Providers22

It is rational for ISPS to bear some

responsibility for copyright infringing

activities conducted by others. With regard

to copyright infringement, as mentioned,

the expansion of the intemet makes it easy

for anyone who wishes to upload,

download, post, disseminate or tlansmit

copydghted malerials. ISPS play a crucial

role as a middle man to Provide and

facilitate those activities. As ISPS, to some

extent, are involved in those activities,

copydght owners put ISPs high on the list

as potential defendants in online

infringement lawsuits. There are several

reasons why aggdeved parties may decide

to pursue action against ISPS rather than

subscribers who are direct infringers.

First, in the online world, identity is

hidden and malicious-minded people can

violate the copydght anonymously and from

any territonal area. Therefore, it is tricky for

coplright owners to sue them. In addition,

to bring a lawsuit against defendants who

are not in the plaintiff's home iurisdiction is

burdensome in several aspects. On the

contrary, ISPS are identifiable and easy lo

be located. It is therefore relaiively easy for

copyright owners to pin point the location

of ISPS instead of their subscribers. Second,

copyright owners are looking for deep

pockets to pay high damages. It is obvious

that the internet users are not the dght

target to sue since in general, their

financial support is less sufficient to cover

damages. Hence, it is not worth the time

and money for copydghi owners to bing a

Iawsuit against them. Finally, copyright

" c. Ter- (1999), 'tsp Liabihry for Copyright Infringement', at http://cvber.law.harvard.edu/proDeltv99/liabilitv/

4eiLElqL last vlsited on 20 May 2009.

,, s. eru (2002), The Limtt of Liabihty of Network Service Providers, available at http://w\tw.ieid.org/con$eso/

ponencias/An ,7o20samtanj.pdf, last \,'rsited on 16 May 2009
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owners will often wish to bring an action

against a person in his home jurisdiction,

and in many cases the only possible

cardidate will be an ISP. However, to hold

ISPs liable for the illegal actions of others,

legal doctrines are needed that offer

plausibie support for the general idea of ISP

liability. Copyright owners, in this sense,

might wish to have a particular regulation

which can be the basis of accountab tty in

order to sue ISPs. The following paragTaph

will describe the tlpe of liability that can

be applied to copyright infringement

invoMng ISPS and their users.

2.3 Types of liability

Generally, copydght owners have

exclusive rights to exclude others from

reproducing or distributing iheir copy-

righted works without authodzation. One

who violates those rights will be held

dtectly liable for copyright infringement as

a direct infringer. On the other haad, as for

the issue of lSP liability, it comes in the

form that ISPS have to bear responsibility

for an infringement conducted by third
parties. To make it clear, the issue of ISP

liability deals wirh liability rhat ISPS truly

act as a passive conduit, meaning that they

do not initiate the infringing activity

themselves, otherwise they would be held

directly liable. Liability for harm done by

others is generally governed by tort law.23

In this relation, in order for ISPS to be

responsible for an infringement conducted

hv ^lhprq thp\/ mr1<t haVg aCLUal

knowledge or constructive knowledge

(awareness of facts or circumstances of

infringing activity) so that they can be held

vicariously or contributory liable. In this

Iight, the knowledge of ISPs is fundamental

because it is the key whether to impose

liability upon ISPS. Basically, two kinds of

liability are distinguished.

2.3.1 S'trict liability (no-fault liability)

The concept of strict liability (direct

Iiability) is that ISPS will be held liable

regardless of their knowledge and control

over matedals disseminated through their

systems.2a This liability is rigid since ISPS

might be considered as infringers, even

though they do not have any knowledge of

infringing activity or any control over

certain materia_ls. It also indirectly imposes

obligations to police thef system upon ISPs

slnce they have to be aware of infringing

activity which may be occuring through

their networks.'zs

" s"" 
"rpau 

note 3, K. Koelrnan, p.B.

" se" 
"upru 

note 19, R. Jul.ia,Baicelo, p. 10.

'u S"u 
"upra 

note 19, P. Basicrocchi, p.114.
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2.3.2 With-fault liability

According to the with-fault

standard, ISPs will be held liable whenever

they intentionally or negligently violate the

rights of others with knowledge of

infringing activity.'z6 The knowledge of

infrlngdng activity can be divided into two

levels; actual knowledge and consfiuctive

knowledge. The actual knowledge is

apparent where ISPS know that there is

inftinging materials disseminated, or thele

is infringing activity performed through

their systems. Under the constructive

knowledge, the Iaw may determine if ISPS

have reason to know that materials

disseminated through their networks violate

someone's right, or ISPs have clues of

infringing activity, then ISPS will be held

lable. In relation to urith-fault liability, ISPS

will be held liable for vicarious liability

where they have the right and the ability

to control an inftinger and they could gain

benefit directly from the inlrlngement.

Moreovel, ISPs will be held liable for

contributory llability where lhey know or

have reason to know of infringements'

facilliated, or induced such infringements.

2.4 Areas of potential liability

This thesis focuses merelY on ISP

liability Jor copyright inftingement.

However, Lhere are varlous tYPes of

violatlons ihat can occur through the use of

online intermediaries' facilities which

concerns not only cjvil law. but also

criminal law. This paragraph touches upon

vanous inft ingements possible:

"fl Copwight material: The

infringing act occurs when

cefiain copyrighted files are

posled on web Pages where it

allows s..lch files to be

downloaded, transmltted, or

distdbuted through the intemet

network without the authorlza-

tlon of the copyright owner.

2\ megal and hantful contenti The

infringing act may occul where

certain mater ials containing

pomography, racist, oI tefio st

contents are disseminated

through the internet netwolk.

3) Pivate and defamatory materjal:

The infringing act may occur

when prlvate materials such as

private pictures or Private text

could be posted on the web

page, bulletin board, chat room,

etc. and made pubbcly available

without permission of owners of

such materials. Moreover, the

same act may occur with

defamatory matelials when atu 
S"e 

"upra 
note 3, K. Koelman, P.8..
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Iibelous text could be posted

through the intemet network.

Tnde secrets: The infringing

act may occur when employees

disclose business secret or

confidential information which

may be used in trade or

business.

Misrcpresentation: This might

happen when someone provides

false or incorrect information

which could be disseminated

through the internet network

and cause damage to a third

pafiy."'

In summary, this briefly chapter

purports to give a basic insight in order to

pave a way to following chapters which

will deliberately describe ISP liability for

third-party copyright infringement in the US

and the EU regimes. To this end, ISPS can

be seen as potential defendants in lawsuit

concerning copyright infringement
conducted by others since there are types

of liability that can possibly be applied in

this situation. Moreovet, as stated above,

ISPS may involve in various kinds of
potential liab tty. In following chapters, the

thesis will be processed by describing the

issue of ISP liability in different regimes, as

well as explaining how different regimes

codify this matter into their legislations.

3. The U.S. Approach: The Digital

Millennium Copyright Act 1998

3.1 The Digital Millennium Copyright

Acr of 1998

Before the implementation of

Digital Millennium Copyright Act (here-

inafter DMCA), there was no particular

regrulation on the Iimitations of ISP Iiability

fol third-party copyight infringement. The

courts have made decisions to impose

liability upon ISPs by applFng judge-made

legal doctrines whlch are unclear,

inconsistent and sometime ISPS had to

excessively bear responsibility of policing

infiinging activlties committed through

their systems. The US Onllne Copydght

Infringement Liability Limitation Act was

enacted as part of the Digital Milennium

Copyright Act (DMCA).'z8 The Acr adds a

new Section 512 to Chapter 5 of the US

Copyright Act, which deals with the

enforcement of copyrights. Consequently

the DVICA was signed into law on 28

December, 1998 almed to bring U.S. Iaw

into compliance wiih private international

4\

" s"" 
"rpra 

note 19, R. Julia-Ba{celo, pp. b-6.

" Publi" Lur 105 308-0CT. 28, 1998.
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law and in particular with the WIPO

Copyright Treaty.2s With regard to the

DMCA, 'service provider" is defined as

"an entity offering transmission, rcuung,

or providing connections Ior digttal online

communication, between or arnong polnts

specthed by a user, of mateial of the user's

choosing, without modification to the

content of the material as sent ot

receivedao oI, more widely, 'a Wovider ot

online sewices or network access, or the

operator of facilities thercof".tt The DMCA

creates four new limitations on ISP liability

for copyright iniringement, (a so-called the

safe harbor").3'z The limitations are based on

the following four categones of activities

conducted by a service provider; transitory

communications, system cachings' storage

of information on systems or networks at

direction of users3s, and information

location tools.36 In this regard, ISP will not

be held liable if they perform those

activities. Moreover, in order for ISPS to

benefit ftom the safe harbor, they must

comply with the procedural requtement (a

so-called the notice and takedown

procedure) set forth in the Act. Title U of

the DMCA was purposed not only to deal

with the online copynght infringement but

also to panicularly provide certainty for

ISPS. These instlumental purposes of the

enactment of the DMCA were stated in

the Joint Explanatory statement of the

Committee of Conference: "Title II
preserves strcng incentive for service

prcviderc and coPYright owners to

cooperate to detect and deal with copwight

infnngements that kke p]ace in the digital

" Ttre WIPO Copyright teaty(lvcT), concluded in 1996, recognizes the need to maintain a balance between the

rightsofauthorsandthelargerpublicinterest,panicularlyeducation,researchandaccesstoinfomationin

updating intemational copyright norms to respond to challenges arising from advance in information and

communications technologies, including global digital networks; see \MPO Cop)'right Treaty' Dec 20' 1996'

wlPo Doc. CRNR/DC/94, available at htlp://orouDs.csail.mit.edu/mac/classes/6.805/artlcles/int-DroD/wiDo-

egDtEiqblb@L last visited on 23 June 2009.

30 DMCA. section 512(kXt)(A)

31 
See iDid. section 512(kX1XB). See further infia chapter 5'

'DMCA Se"tion 512(a)-(d), (0, (g), (i). See also The Digital Millennium Copyright Act of 1998' US Copvright

Oftice Summary, available at http://www.copyright govlegislation/dmca pdf' lasr visited on 1 1 June 2009'

$ 
See ibid section 512(a).

s see ibid section 512(b).

35 
see ibid section 512(c).

36 see ibtd section 512(d).
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networked envtonment- At the same time,

it provides grcater certainty to service

prcviders conceming theft legal exposure

for inffingements that may occur in the

course of thet activities.'ts1 Thls paragnaph

will examine section 512 of the DMCA on

online copyrighi Iiability limitation,
providing an explanation of the safe harbor

and the notice and takedown procedure.

3.1.1 The Safe Harbor

Specifically, Title II timirs ISp

liability for four general categories of

activities stipulated below as four safe

harbors. However, in order for iSPs to be

shielded from liability for copyright
infringement they must follow the
conditions set forth in section 512. In

Ietum, by complylng with the conditions

estabhshed it the DMCA, ISPs can avoid

monetary penalties and disabling
injunctions3s. That is, if thef activities fall

within the safe harbors, the only penalty

that they face is a narrow injunction to

block access to individual hfringing users.3s

Moreover, in order for lSPs to be eligible for

taking advantage of these fours safe

harbors, they have to fulfill simply two

reguirements.nu First, ISPS must adopt and

implement the policy provided for the

termination of subscribers who are repeat

infringers.al Second, ISPs must

accommodate and do not intedere with
standard technical measures designed for

detecting and/or eliminating copyright

infringement.a'z Nevertheless, rt rs not

" H.R. Conf. Rep. No. 105-796, ar 73 (1998)

33 DMCA section 512 (a)'(d): "A seruice provider shall not be liable for manetary rcrjef, or, except as pravided in
subsection (i, lot injunctive ot other equitable rcIief, far inftingement of copynght by reason af...."

3'g 
see ibid. Secrion 5120X1Xb).

a0 
See rbid. Section 512(i)0XA) (B).

ar 
See rbid Section 512(iX1XA).

t 
see ti'td section 512(iXlXB). With regard to copyright infringement, technical toot such as digital watennarking
allows copyright owner to track their work aqoss the intemet by using web spider technology. web spider is a
Pognam that visit web sites an read their page and other information in order to create entnes for a search
en$ne index. The major search engine on the web all have such a program, which is also known as a crawler
or a bot Spiders are typically progarnmed to visit sites that have been submitted bv thelr oFners as new or
updated. Entire sites or specific pages can be selectively visited and indexed. Spiders are called spiders
because they usually visit many sites in parallel at the same time, their "tegs" spanning a large area or the
"web " Spiders can crawl thjough a site's pages in several ways. One way is to follow all the hypertext links jn

each page until all the pages have been read. Se€ http: //whatls.re cntaroet. com/ definition/
0..sidg oc213035.00.htd. last visited on 23 Julv 2009.
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mandatory for ISPS to be purcuant to the

certain conditions provided in section 512,

mearing that ISPS who do not Jollow the

safe harbor are not automatically liable.

Instead, Iiability must be proven on the

basis of existing law.'3 Four categodes of

activities that fall withln the safe harbor are

(1) Transitory network communication (2)

System caching (3) Informatlon residing on

systems or networks at direction of users

(4) Information location tools

3.1.2 The Notice and take down

procedure

In section 512(bX2XE),(cX1XC) and

(d)(3) the notice and takedorrn procedure is

established. This procedure purports to

immunize ISPS where they act as 'good

citizen'a by encouaging ISPS to cooperate

with copyright ornmers when they receive a

notification of claimed infringement from

copyright owners. In this way, upon

receiving notifications from copyright

owners regarding inftinging matedals, ISPS

must expeditiously remove claimed

infringing matedals or disable access to

those materials. Regarding the procedue, it

is somewhat inelevant to ISPS who act as

merely data conduit or ISPS who provide

information technology tools as in both

cases copyright owners lend to be more

equipped to disable inftinging materials by

atracking rhe sile themselves.o' Moreovet.

in the former case the ability o1 ISPS to

gain knowledge of infringing activities is

almost non-existent, as well as ln the latter

case, it is not relevant to the storage of

materials, but conceming the web page

provided by ISPS, that link users to another

page. Therefore the notice and takedown

procedure is essentially relevant to the safe

harbor regarding user storage.a6

Furthermore, in order for ISPS to enjoy the

limitations of liability, they must designate

an agent" to receive notifications of

claimed infringement by malang substantia.l

information available on their websites,

including a location accesslble to the

public and by providing to the Copydght

Offlce the name, address, phone and

electronic mail ol the agent. ds well as

a3 Legal doctdnes of CopFlght ]aw.

o' V. McEvedy, QDA2), 'T\e DMCA and the E-Commerce Directive', Euopean Intellectual Property Review.

Vol. 24. No. 2. p. 1.

nu 
S"e tbrd. pp. 2-3. (citing Nirnmer, at section 12B.07lDll2l p. 128-66.)

46 
Sbe rbrd. (citmg Nimmer, at section 12B.O7lCl p. 128-64I

4? DMCA Sechon 5I2(cX2)
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other contact infolmation which the

Register of Copyrights may deem

appropriate.4s Moreover, the notification of

claimed inftingement must be a written

form, provided to the agent, that includes

substantial elements, such as, a physical or

electronic signature of a person authofzed

to act on behalf of the owner of an

exclusive dght that is allegedly infringed,

Identification of the copyrighted work

clalmed to have been infringed, and

Identification of the mate al that is claimed

to be infringing or to be the subject of

inftinging activity.as

The notice and takedown

procedure considers knowledge of ISPS on

inftinginq activities as a prime matter by

establishing statuiory law which constitutes

knowledge of ISPS whether they have

actual knowledges0 or constru ctive

knowledge (awareness).51 Hence, ISPs must

conform to the procedure only when they

have actual knowledge oI awareness of

allegedly infrlnging activities. In this

relation, the fust way that ISPS can be put

on notice of infringing matedals on their

systems ls notifications from copyright

owners. The notification from copyright

owners is essential since ISPS do not have

the ability to gain actual knowledge udess

they receive the notification from copyright

owners. As a result, in case that copyright

owners fail to comply with requirements

conceming element of notifications'z, it will

be considered as no-existent knowledge of

ISPs.53 Moreover, the DMCA establishes

awareness critedon, in which this is the

second way that ISPS can be put on notice

that their systems contain infringing

materials. In this regard, awareness

criterion intends to e)(press that ISPS have

an obligation to monitor their systems

if they have a special reason to suspect

that infringing activities are takhg place.s

Thrs can best describe as a "red flag test".ss

a8 
See rbrd. Section 512(c)(2XA)-(B).

as 
See rbld. Section 512(cX3XAXi)-(vi).

b0 
See ibid Section 512(c)(1XAXi).

51 
See ibid Section 512(c)(lXAXii).

52 
see ibid.

s3 
See rbid. Section 512(cX3XBXi)

& 
see supra note 3, K. Koelman, p. 30.

uu 
H.R. R"p. No. 105-551, p. 53 (1998).
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The red flag test stems from the langnlage

in the statue that requires ISPS to take

action when they become aware of a red

flag from which infringing activity is

apparent. According to the committee

report, the "red flag" test has both a

subjectlve and an objective element. In

determining whether the service provider

was aware of a "red flag," the subjective

awareness of the service provider of the

facts or circumstances in question must be

determined. However, in deciding whether

those facts or circumstances constitute a

"red flag' or in other words, whether

infringing activlty would have been

apparent to a reasonable person operating

under the same or slmilar circumstances,

an objective standard should be used.56

Moreover, the committee sought to

distingruish the red flag test from the mere

constructive knowledge,'should have

known," standard typically applied in

contributory hability cases. The committee

reports specifically provide that the

DMCA's knowledge standard differs ftom

e)asting law, under which a defendant may

be ljable for contdbutory infringement if it
knows or should have known that the

material was infringing.sT In this legard, the

reports underscore that the inflingement

must be apparent "fiom even a brief and

casual viewing." Reading this legislative

history, scholars have concluded that "the

'flag' must be brightly red indeed and be

waving blatantly in the provider's face.s8

Furthermore, the DMCA established

the protection for ISPs from being held

liable for any kind of liability where they

take down claimed infringing materials

incorrectly on the basis of good faith.5'g

However, in order for ISPS to be exempted

from being held liable for taking down

claimed infringing maierials, the DMCA

states that to have protection from all

claims, ISPs who remove the material upon

obtaining the notification which are

beleved to be illegal must promptly notify

the subscdber tiat they have removed or

disabled access to the material.@ Moreover,

56 
See rbrd. See turther E. l€e, (2009), 'Decoding DMCA Safe Harbors" Columbia Journal of law & the Arts (draft)

(ionhcoming 20ogx see Pan IL Decoding the Red Flags theory of Liability, pp 25-32)'

57 
See ibid, p.25

* J. Band & M. Schruers, (2002), ,SaJe Harbors Against the Liability Hurricane: the Communications Decency

Act and the Digital Millennium Cop'' ght Acl" Cardozo Arts & Enterlainment Law Journal, Vol. 20, No. 295,

p. 13 (citins MELVILLE B. NIMMER, 2 NIMMER ON COPYRIGHT 12B 04lAll1l ar 128'3'l )

5s DMCA. Secrion 512(9)(1).

60 
See ibid Section 512(g)(2)(A)
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ISPS have to put the material back online

oI cease disabling access to it upon

Ieceiving a counter notification claiming

that the removal was unjustified.6l In

addition, the counter notification must

comply with reguUements which are similar

to the notification of claimed infringement,

but also must contain some sort of choice

of forum provision.62

3.2 Conclusion

In summary, the DMCA proved

averagely effective as a solution for onlile

copyright infringement cases involving

users and their ISPS."" The two main

puposes of the DMCA have been proved

successful. Pirst, regarding the purpose of

providing incentives for both ISPs and

copyright owners to detect and combat

online copyright infringements. In this

regard, copy ght owners have incentives to

monitor internet sites for infringing
materials and to provide appropriately

detailed lnformation to ISPS so that

infringing materials can be taken down.

Moreover, copyright owners are prevented

fiom sendrng false notifications intentionally

by the provision of the DMCA that
penalizes persons who send improper

notifications.6a In return, tSPs have

incentives to cooperate with copyright

owners by complying with the notice and

takedown procedure otherwise they will

Iose the safe harbor protection provided by

the DMCA.65 Second, regarding the purpose

of providing lega.l certainty for ISPS, the

DMCA accomplshed three main objectives

1) codified into statutory law that passive

automatic acts cannot be a foundation for

finding of onlne copyright infringement; 2)

made it harder to establish a case of

contributory or vicarious copyright

infringement against ISPs; and 3) in cases

where an ISPS tal{e action against alleged

copyright violators, protected ISPs from

Iawsuits when they act to aid copyright

owners in restricting or impeding infringe-

ments.66 ln this llghI, the DMCA not only

61 
see ibid. Sec[ion 512(gX2XB) (C).

62 
See ibid. Secrion 512(SX3XA)-(D).

u'See, 
e.g., C. Beams, (1999),'The Copyright Dilemma Involving Onllne Seryice hovider: problem Solved. .for now,

51 Fed.Comm. L.J. 823,a45 46i H. Satou (2001), ,Liability tmmunity for Intemet Service hovrderHow is it
working?', Joulna] o! Technolory Law & Polrry, Vo| 6, No. 1.

* 
See supra note 139, J. Reichman , c. Dinwoodie & P. Samuelson, p. 24

65 
see ibid.

uu 
T. Casey & J Magenau, (2002). 'A Hybrid Model of Self-Regulation and covemmentat Regiulation oI Etec[onic

Commerce', Santa Clara Computer and High Technology Law Joumal, Vol. 19, No. 1, p. 6.
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allows iSPs to be secure as to what exactly

the law is, but also reaches a fair conclu-

sion as to what that standard shor-rld be.67

However, thele aIe contraly

comments, which are not the prevailing

view, on this legrslation. One commentator

can rarely see the point in this legislation,

rather thinks that it is better to wait and

see how the case law develops itself.68

Anothel one supports that perspective

stating that this legslation is nol necessary

because 'courts had not yet interpreted

copyright law in a manner which would

have a chilling elfect on ISPs. and

legislation constrains the courts at the very

time they need the most room to develop

ISP liability doctrines".6s However, as

abovementioned, the DMCA was added in

the edsting law, meaning that the good old

Iaw and ludge-made principles remarn

intaci. For example, it is not always the

case that ISPs will be shielded from direct

liability where they perform activity which

falls within the first safe harbor, the Frena

case is sLill a good law remaining open in

other judsdictions and could be followed by

a future court.To

4. EU Approach: E-Commerce

Directive 2000

4.1 E-Commerce Directive 2000

Similarly to the US, the EU has become

aware of the issue of ISP liability. Before

the enaclment of the ECD, each Member

Srate had rts own legislation governing

copyright infringement and some Member

States already had specific regulations on

ISP liability.Tl Those countdes that did not

have specific legislation on ISP liability had

regulated this issue through case law.'2

" See supra note 82, C. Beams, p. 841.

ut S"" 
"upm 

note 2, H. Salow, p. 48 (clting On-Line Copyright Liabrhty Limitation Act and 1MPO CoplTight Treaties

knplementation AcL Hearing on H.R. 2280 and H.R. 2281 before the subcommittee on courts and Intelle$ual

Property ol the house Judiciary Committee (statement of Michael K. Kirk, Executlve Dlector AIPI,A)).

6e 
See rbid (citlng Danial R. Cahoy, Comment, New Legislation Regarding On-Line Service Provider Liability for

Copt{ight Infringement: A solution in Search ol a Problem? 38 IDEA 335, 354 (1998) (quoting Ktrk))

'o see supra note 34, A. Yen, pp. 49-50.

71 
For example Germany has Multimedia Iaw which addressed the scope of liabillty of on line servlce

providers, and Sweden has a law regarding responsibility fol electronic bulletin board which appears to be

applicable to other on line intermedianes. See R. Julia-Barcelo, (1999),'Liability for On-line Intermediarles:

A European Pe6pective', intelectual prapeiy rcvi€tv, pp. B 11.

72 
see ibid. R. Juha-Barcelo, pp.11-13.
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Moreover, in countries whele thele was no

.esa lA\M rhp li^hilitv of online

intermediaries was dealt with by applying

general laws governlng tort liability and

speciJic Iaws conceming copyright.T3 Unlike

the US regmlation described in the previous

chapter, this chapter is not going to deal

with kinds of liability applying to ISPS

before the enactment of the E-Commerce

Directive (hereinafter ECD) - since each

Member State had its own national law

and therefore the statutory rule on ISP

liability differed from one country to

another. However. basically. types of

liabiliiy that were applicable to ISPS are

strict liability and secondary liability which

have been adopted from tort law.75 The

ECD aimed to be the leading law that each

Member State has to implement in their

national legislation. However, even if there

is common regulation, the way Member

States implement the ECD into their own

laws is different.

To make it clear from the start, the

purpose of the ECD is not focused solely

on copyright infringements. The main

reason behind the enactment of the ECD is

to contrlbute to the proper functioning of

the internal market by ensudng the ftee

movement of information society services

between the Member States.?6 That is, the

main purpose of the ECD is to enhance

e-commerce among Member States. Before

ihe enactment of the ECD, the growth of e

commerce had been rapid, by the year

2000, its worth exceeded 17 billion euro

and it was expected to reach 340 billion

euro by the end of 2003.77 In order to

respond to the growth of e-commelce, the

European Commission needed to harmonize

the law among Member States. The

uniformity of the Iaw and the coordination

among Member States will enhance the

development of inf ormation society

services, ensure legal certainty and build

up consumer confidence. The original

73 
see rbid, pp.13-14.

74 
Directive 2OOO/31/EC on certain legal aspects of information society setuices, in paftlcular electronic

commerce, in the Intemal Marker, passed 8 June 2000.

' 5.. sup,a note 3. K. Koelrnan, pp.8-1L

'u eco, arl r(t).
u 

See supft note 19, P. Basicrocchi, p.111 {citing European Commission, Electronic Commerce:

Commission Welcomes Final Adoption of Legal Framework Dlrective, available at

http://europa.eu.int/comm/intemal market/en/ecommerce/2k-442.htm. last visited on 30 June 2009.
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proposal for the ECD considered five crucial

issues; (1) establishment of Information

Society service providers; (2) commercial

communications; (3) online conclusion of

contracts; (4) Iiabllty of intermediades; and

(5) im plemenratlon.'" The issue of ISP

[ability is significant because it is relevant

to the development of cross-border services

among Member states. with regard to

recital 40 0f the EcD, it is noted that "both

existing and emerging disparities in

Member State's legislation and case law

concerning liability of seruice providels

acting as intermediarles prevent the

functioning of the internal market, in

particular by impairing the development of

cross-border services and producing

dlstortions oi compeiition".Te The ECD then

was enacted aiming to solve these iniemal

market ploblems by introducing safe

harbors for certain t),pes of intermediaries.s0

In addition, the enactment of the ECD was

aimed to bdng the law into compliance

with 1MPO CoplT ight Treaty81. In particular,

rhe ECD deals wirh rhe liabjliry of

rntermed ia ries throughout Europe. The

regnme is very widely drawn, effectlng not

just ISPS, but "lSSPs": "information society

service providers"u' or, as the title of

Section 4 of the ECD also calls them

"intermediary service providers". An

"information society seruice" is defined as

"any seruice norma y provided for

remunention, at a djstance by electrcnic

means and at the jndividual rcquest of a

recipient of services'83. Accolding to the

definition, it was broadly drafted; the

intermediary service provider liability

regime covers not only the traditional ISP

sector, but also a much wider range of

actols who are involved in selllng goods

or servlces online."" The ECD takes a

tt 
A.R. Lodde, & H.W.K- Kaspe$en, 'Drective 2000/31/EC on certain legal aspects of nformation socjety servlces,

in particular elecfionic commerce, in the Intemal Market" Chapter 4 in eDrective: Guide to European union

Law on E-Commerce, Kluwer Law loternational, 2000, p. 68.

?s 
BcD, Recital 40.

to 
J. Hoboken, (2009),'Legal space for innovative ordedng: On the need to update selection intermediary liability

in the EU', lnternafional Jownal of Communication Law & Policy' Issue 13, p 7

31 
see supla note 66.

"'EcD, An.2 (b/ These provioers can bo naturdl or lurjstic pelson.

33 Article 2(a) of the ECD refers back to the definition in Article 1(2) of Dtective 9B/34/EC as amended bv

D[ective 98/48/EC. The definition is discussed funher in reclta-l 17 and 18 of ECD.

3a 
See further sup.a l]ofe 133 L. Edward,pp- 11-13.

tltid]r?stnlr do



horizontal approach to deal with ISP

liability, meaning that one liability regrme is

applicable to any infringements initiated by

third parties in the online environment

regardless of the area of law.uu Hence,

liability of ISPs according to the ECD

covers not only copyright infringement but

also the area of defamation, criminal

obscenity libel, privacy etc.86. Moreover, as

regards the types of liability covered by the

ECD, it should be noted that the ECD

applies both to civil and cdminal liability

for copyrighi infringement.sT

4.2 Liability of intermediary service

providers

The set of rules regardrng ISP

Iiability is laid do\ n in articles 72-75 of ll,e

ECD. The rules maidy concem activities of

ISPs which can be exempted from belng

held liable. In this way, in the case that

ISPs provide a specific service and comply

with a sedes of requirements, they will be

shielded ftom being held liable.88 Moreover

the limitations of liability apply only to

monetary damages, meaning that the ECD

does not affect the grant of different kinds

of injunctions in accordance of national

law.ut Member States can impose all types

of inlunctions upon online intermediaries.eo

In other words, the ECD does nol provide a

complete protective mantle for ISPs.sl In

particular, the ECD covers three categories

of online intermediary functions which are

(1) Mere conduit (2) Caching (3) Hosting

and (4) No general obligation to monitor.

4.3 Conclusion

The ECD has answered the

question that to what extend ISPS should

be responsible for online copyright

inftitgement by establishing a set of rules

concerning the limitations of intermediary

Iiability in articles 12-15. The ECD provides

tu 
See srpra not" 19, P. Basicrocchi, p. 777. See ibid. pp.4-6.

* s"" 
"rpra 

note 133, L. EdwarG. p.23.

87 
R. Julia-Barcelo & K Koelnan, (2000), 'lntemediary Liability - Intermediary liability in the E-Commerce

Directivel So far so good, but it is not enough', Computer law & Secuity Repo[t, Vo1.16, No. 4. p. 231.

uu s"" 
"up.a 

note 19, P. Basicrocchi, pp. 117-118

3e 
EcD. Recital 45.

* 
See 

"rpru 
not" lM, R. Julia-Barcelo & K Koelnan, p.231.

e1 
P. Eecke & B. Ooms, (2007), ' ISP Liability and the E,Commerce Dtective: A Growing Trend Toward Greater

Responsibility for lSPs', Jour]a] of lrternet Law, p.4.
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protection for ISPS who perform certain

activities and comply with the conditlons

set forth ir the ECD. Moreover, the ECD

harmonized the laws among Member

States, and therefore it can enhance the

development of the internal market.

However, Member States have imple-

mented the ECD into their national

Iegislation differently. Moreover The ECD

does not affect the possibility for Member

states to deal with the issue of ISP liablllty

in accordance with their national laws,

meaning Lhat natioral legislations lemain

intact. Nevertheless, the ECD falls shot in

some areas. The main areas that the ECD

does not cover are information location tool

providers. Hence, in this regard it depends

on the national law of each Membel State

whether lSPs are liable where they provide

information location tool services. Moreover,

the ECD does not estabLish the elaborate

notice and take down regime, and therefore

problems arise regarding the knowledge

standard, freedom of expression and unfail

competition as explained above.

5. Concluding remarks

5.1 The DMCA

Advantages

ISPS can be seen as potential

deJendants under copydght legal doctrines

of the copyright Act which imposes

Iiability upon ISPS unjustifiably. ISPS have

been left unprotected and faced with an

unclear situatlon that to what extent they

should be responsible for copyright

infringement committed by others. The

DMCA has generally proved reasonably

effective in providing legal certainty for

ISPS and make them secure to stay in

business.e2 ISPs under the DMCA are

protected by the safe harbor reglme. The

DMCA estabhshes provislons concerning

functions of ISPS that fall within the safe

harbor, and iherefore ISPs can be shielded

ftom being held liable. In this way, ISPS

can be certain that they cannot be

potential defendants where they merely

play a role as passive conduit of a

transmission of informatlon. Hence, direct

e2 David Kravets, 10 Years Later, Misunderstood DMCA is the Law That Saved the Web, available at

http://wwvv.wiJed.com/threatlevey2o08/10/ten-vears-later/. last visited 31 July 2009
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Iiability will be unjustified to impose upon

ISPs under the DMCA. Moreover, the

DMCA establishes knowledge standards in

narrow Jashion which is clear and hard to

be stipulated. That is, actual knowledge

can be perceived when ISPS obtain

notifications of claimed infringement ftom

copylight owners while constru ctive

knowledge can be judged by the red flag

tpct Tn thic li.lht tha 
^^nSLfUCtiVe

knowledge is not the same standard as

existed in required factor of contributory

Iiability but narrower. Furthermore, the

notice and Lakedown procedure. in my

view, is very well drafted, even though

there are some problems which occurred in

relation to the implementation of the

procedure. The advantages of the notice

and takedown procedure outweigh the

drawbacks. The benefits of the procedure

are that; first, the procedure encourages

lSPs and copyright owners to combat

copyright infringement by providing

incentives for both parties. In this way,

copyright owners give notifications of

clalmed infringement to ISPS so that ISPS

can take down such materials; copydght

owners benefit from action of ISPs. In

return, when ISPS expeditiously takedown

claimed infringing matenal, they can be

protected under the DMCA.

Second, ISPS are less concerned

about any hability which might occur in

relation to taking down allegedly inftinging

material since the DMCA provides

immunity for ISPS who take down such

material on the basis of good faith.

Third, the notice and takedown

procedure provides persons whose

materials have been taken down an

opportunity to protest and initiate the

process to put materials back online, this

provision shows that the DMCA takes the

issue of freedom of expression in to
account. Moreover, the DMCA allocates

Iiabillty upon malicious-minded copyright

owners who intentionally give false

notlfications to ISPS. Therefore, it can

eliminate unfair competition and can

reduce a number of inappropriate

notifications.

Finally, the DMCA does not

generally require ISPs to monitoring, nor

apply techrologD/ to police theil systems. ]t

is sensible for ISPs because it is

burdensome for ISPs to bear such

responsibility.

Drawbacks

However, there are contrary views

of the DMCA conceming the safe harbor
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and the notice and take down procedure."

The argument suggests that it was not

necessary to adopt the DMCA because the

DMCA prevented future judicial

clarification. Because by adopting the

DMCA, a wide spread use of the sale

harbor procedure bared the opportunlty for

couris io decide cases ciadlying liability of

ISPs.

Second, the safe harbors protection

that gives incentives to ISPS to be

exempted from being held liable creates

excessive authority for ISPs regarding

takedown pJocedure. In this regald. the

notice and take down leads to the

followlng problems: (1) as noted above, ISPs

respond immediately to take down claimed

inftinging matedal melely on the basis of

aliegation of copyright inf ringement,

meanlng that certain materials have been

taken down before the infringement was

verified. Therefore, it has resulted in

problems of freedom of expression and

could impede the development of online

businesses. However, even thought, the

DMCA takes these matters into account by

provide an opportunlty for one whose

material has been taken down to protest

and initiate a process to put the matena.l

back online, the procedure is found

insufficient to safeguard freedom of

expression since the matedal might have

been down for 10 oI 14 days. Hence, it

could create damages in cases of sensitive

information, as well as a huge loss in

online business; (2) in case of repeat

infringers, the DMCA seems to encourage

ISPS to terminate users' the intemel access

merely on the basis of allegation of

copyright infringement, In addition, the

DMCA does not define repeat inftinger. As

a result of this, it could threaten users'

ability to access the intemet.

Third, the emergence of new kinds

of inl,ermediaries does not lit the safe

harbors protection, even lf their functions

fa wirhir the safe halbor. In this respect,

P2P systems is the best example; in the

case of Napster, the ISP merely provided

connectivity to users which would actually

fall within the first safe harbor, but the

court refused to grant safe harbor

s3 
See e.g. A. yen, (2}O2J,'lntemet Service Provider Liability for Subscriber Copyright Infringement Enterpnse

Liability and the First Amendment', Georyetovm I'aw Jaurnal, VoL 88, No 1833; J Band & M Schluers' (2002)'

.saie Harbors Against the Liability Hunicane: the communications Decency Act and the Digltal Mrllennium

Copyright Act', Catdoza Atts & Entefiainment Law Jownal, Vol 20, N0 295; M Jackson, (2002)' 'One Step

Forward, Two steps Back: An Histo cal Analysis of cop''right Lmbility" cadozo AIts & Entefiainment Law

Journal. VoL 20, No. 367.

0]rdti?{-'1ilr 6'd



protection as Napster was not consldered

service provider under the DMCA.

According to the definition of ISP, coufis

tend io define it narrowly and do not want

to extend the scope of the definition.

Hence, this old-fashioned reg'ulation might

give negative effects to the development of

new technologies and utilization of

nnovatron.

Recommendation

The DMCA should be reconsldered

and amended in order to keep it up to
date. Fimt, the four safe harbors should be

extended to functions of IsPs that should

be protected, as well as the scope of the

definition should be enlarged. Second, the

authority of ISPS to judge whether mateial

should be removed or maintained should be

lessened by establishing a special body. As

one legal commentator suggests that the

ECD should create a special body,s I think

the DMCA should also consider this matter.

Even ihough the DMCA has a higher
plotection of supporting freedom of
expression than the ECD, as noted above

the procedure is not good enough. It my

view. ISPs should not be given an

obligation to judge whether certain
materials should be taken down, but the

notification of claimed infringement should

be deLivered to a special body, then the

body will veflfy and if the notification is

justifled, ISPg wiu be lnformed to take

certain matedals dor,rm. In this respect, it

will be fair for persons whose materials

have been taken down that thet mateials

will be taken down merely when such

materials have been verified. Moreover, the

DMCA should explicitly define some

wording which is llkely to be problematic

in practice, such as good faith, repeat

infringer or awareness.

5.2 The ECD

Advantages

The ECD was enacted with the

purpose of enhancing the growth of

e-commerce ln the internal market. The

main goal of the ECD is to provide legal

certainty for entrepreneurs doing business

online, as well as build up consumer

confidence when they have to deal with

online business. As a resu.lt, the ECD has

to harmonize laws among Member States

in order to eliminate disparities which can

impede the development of cross-border

services. The matter of ISP liabiiity is one

of the odgrnal issues which ls established

in sectlon 4 of the ECD on the purpose of

* 
See srpru note 164, R. Julia Barcelo & K Koelrnan. p. 237.
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providing certainty for ISPs when they are

involved in thlrd-party copyright inftinge-

meni. The ECD esiablishes the extent of

liability that can be imposed upon ISPs,

that is ISPS will be held liable if certain

functions performed by ISPs do not fall

within the Iimitations of liability provided in

the ECD. The ECD provides the safe harbor

for ISPs in the same manner as the DMCA

does. It also sets forth the conditions that

ISPs have to meet in order to benefit ftom

the safe harbor protection. Moreover, the

ECD has no general obligaiion for ISPS to

police their networks. Furthermore, the

ECD establishes a procedure which is

somewhat similar to the notice and take

down procedure of the US regime. Article

14 of the ECD, it Iequires ISPS who gain

actual knowledge or awareness of facts or

circumstances of infringing aciivity to

expeditiously take down material claimed

t^ h6 ihfrindinrr

Drawbacks

down procedure, therefore it cleates the

following problems: (1) the ECD lacks

clarity on what constitutes knowledge of

ISPS, what elements should be mentioned

in notlfications of claimed inftingement, and

to whom notlfications should be delivered;

(2) the ECD does not selve freedom of

expression as it does not offer persons

whose materials have been taken down an

opportunity to protest, nor initiate a

process to put matedals back online, and

therefore it can result in censorship ISPS;

(3) ihe ECD does not provide immunity {or

ISPS who take down claimed infringing

mateials upon receiving notifications ftom

copyright owners on the basis of good

faithl (4) the ECD does not allocate liability

upon malicious-minded copydght owners

who intentionally give in corre ct

notifications in order to eliminate their

competitive pafiies by exploiting fast action

of ISPs.

Third, even though the ECD

However, the ECD comes up short prohibits Member States to impose a

in some issues when compared to the general obligation of monitoring on ISPS'

DMCA.FirsttheECDdoesnotplovidetheECDcontainsprovisionsthatappealto
protection for ISPS who provide information contradict with article 15' and therelore

Iocation tool services. they could undermine the effectj'veness of

second, As noted a-bove, the ECD 
ihe mdn principle.e5

dld not adopt the elaborate notice and take

nu 
ECD. Ani"l" 12(3), 13(2). 14(3), Recital 47 and 48.
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Npva'rhplasq Al-hnrr.th the ECD

does not institute crucial matter into the

directive itself, the ECD does not affed the

posslbility for Member states to establish

any measules/procedures conceming those

issues in accordance with their national

laws. First, with regard to the notice and

take down procedure, the ECD does not

affect the possibilty for Member States of

establishing a procedure governing the

removal or disabling of access to
information.s6 Second, concernhg freedom

of expression, the ECD does not affect

Member States' possibility of establishing

specific requirements which must be

lulfiled expeditlously pdor to the removal

or disabling of inJormation.sT However, to

leave room for national laws means the

ECD is not implemented absolutely.

Member States ant'time can a.lways impose

thet own ways to deal with issues. Hence,

it can be concluded that the ECD does not

provide a complete protective immunity for

lSPs.

Recommendation

As aforementioned, the ECD does

not affect the possibility for Member State

of establishing preventive measures or

procedures ln accordance with national

Iaw. Therefore, the ECD should instead of

amending the directive itself, encourage

Member States to draw codes of conducts

concerning lacking issues which closely

conform to the ECD. Moreover, afiicle 27(2)

instructs the European commission to re-

examine the need of adop ng concemed

issues such as the notice and take dolvn

procedure and protection for ISPS who

provide information Iocation tool seruices.

Furthermore, in order to achieve an effective

implementation of the ECD, the European

Commission should provide a guideline

regarding how to interpret provisions of the

regulation, how to apply provisions which

seem to contrast to each other or how to

reconcile them harmo-niously. Moreover,

as noted above, according to the notice

and take down procedure, one legal

commentator suggest that the European

commission should ta]{e into account the

creation of a special body instead of

adopting the notice and take down

procedure since the ECD does not estabhsh

protection for ISPs who wrongfully believe

that they takedown illegal materials, nor

impose liability to parties who intentlonally

give false notifications to ISPS. Therefore,

it might not be appropdate to adopt the

notice and take down, but the European

nu 
ECD. Arti"r" 14(3).

e7 
See ibid. Recital 46.
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Commission would rather institute a special

body wNch operates by verjJying notifica-

tions claimlng infringing material, then after

verification, ISPs will be informed io

takedown. Ir:] this respect it could get rid of

an absolute autholity of ISPS of judging

which matedal should be kept or should be

removed.

5.3 To what extent should ISPS be

held liable for third-party copydght

inJringement?

The extent oJ tiability which will be

imposed upon ISPS is restricted by certain

functions performed by ISPs and the

conditions that ISPS must obey in order to

take advantage of limitations of liability.

The US and the EU regimes, in mY view'

are averagely successful of providing legal

certarnty fol ISPS. ISPS are provided a clear

fiamework on what constitutes liabillty, and

what they must do in order to be

immunized. However, both regnlations need

improving in order to respond rapidly to

growth of technologies which always

brings new issues. Moreovel, clarifying

provisions is another aspect that needs to

be taken into account too.
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